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o Post-Incident Activity: Focuses on preparing incident reports, analyzing trends, presenting findings, and
bEY 71 recommending preventive measures for future incidents.

¢ Incident Response Foundations: Covers Proofpoint Threat Protection components, the Incident Response
hEY 72 Life Cycle, and incident responder responsibilities per NIST SP800-61 12.

¢ The Preparation Phase: Focuses on building security infrastructure, defining responder roles, procedures,
bEY 73 run books, event log investigation, escalation paths, and analyst tools.

¢ Containment, Eradication, and Recovery: Covers grouping threat patterns, assigning urgency, performing
ey 74 remediation, verifying actions, handling false positives, and updating rules, workflows, and blocklists.

¢ Detection and Analysis: Teaches using detection tools, analyzing logs, monitoring alerts, prioritizing threats,
hEY 75 escalating incidents, and identifying threats like spam, malware, phishing, and BEC.
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Proofpoint Certified Threat Protection Analyst Exam 58 € PPANO1 &4 5 [
&2 (Q39-Q44):

HM #39
As an information protection security analyst, what should you do to ensure that escalation documentation is up to date?

¢ A. Only review escalation documentation when there are major incidents and all needed personnel are available for review.

¢ B. Make sure the escalation documentation is based on department-level contacts and allows you to ignore personnel or role
changes.

¢ (. Initiate updates to escalation documentation when there are personnel or role changes that affect communications paths.

e D. Watt for official notification of personnel changes from Human Resources to update the escalation documentation.

EfE: C
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Escalation paths are operational safety rails: they ensure the right stakeholders can be reached quickly under time pressure (e.g.,
suspected account takeover, executive impersonation, data loss). The correct practice is to update escalation documentation
whenever people or roles change in ways that aftect communication paths (D). In Proofpoint-centric IR, the "who do we contact"
question is time-critical because containment actions may require identity admins (account disable/reset/token revocation), email
admins (transport rules, allow

/block changes, TRAP pulls), legal/privacy (breach assessment), and business owners (wire-transfer verification). Waiting for HR
(A) mtroduces delay and gaps; relying only on department-level contacts while

"ignoring” role changes (B) is risky because specific authorities are needed (e.g., the person who can approve emergency mailbox
search or enforce MFA). Reviewing only during major incidents (C) fails because the first time you discover stale contacts is the
worst time. Best practice is a living escalation matrix tied to on- call rotations, role-based distribution lists, and tested quarterly via
tabletop drills, ensuring Proofpoint remediation and comirs steps can be executed without bottlenecks.

B #40
Which filter category in the TAP Dashboard helps identify threats targeting VIPs or specific geographies?

A. At Risk
B. Targeted
C. Impacted

D. Highlighted
IEf#: B
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The "Targeted" category (B) is used to surface threats that show targeting characteristics-commonly including VIP-focused
canpaigns, department/role targeting, and sometimes geography-linked targeting indicators depending on available telemetry and
configuration. In Proofpoint triage, "At Risk" and

"Impacted" are exposure/interaction oriented (who received, who interacted/clicked), while "Highlighted" typically flags notable
techniques or analyst-marked iters (e.g., suspicious/interesting, false positive indicators, notable patterns). "Targeted" is the fastest
way for analysts to focus on high-consequence threats because VIPs and specific geographies often correlate with executive
impersonation, wire-fraud pretexting, supplier fraud, or regionally themed campaigns. Operationally, this filter supports a risk-based
IR queue:

targeted threats are escalated earlier, scoped wider (adjacent executives/assistants, finance users, supplier comms), and handled with
more aggressive containment (blocking infrastructure, retroactive pulls, identity checks). It also supports proactive defense: targeted
patterns can trigger tighter policies for high-risk cohorts (VIP protections, stricter URL access, enhanced bannering, and stricter
authentication handling).
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Where can a user access "Smart Search’™? (Select two.)

e A, Protection Server GUI and Email Protection (Cloud) Admin
¢ B. TAP Dashboard and TRAP Admin Console

¢ (. Nexus Cloud Risk Explorer and TAP Dashboard

¢ D. Protection Server GUI and Nexus Cloud Risk Explorer

Ef#: A
fiE L.

Smart Search is a message-tracing and investigation capability used to locate and analyze email messages processed by Proofpoint
email security components. Practically, responders use it to pivot on sender, recipient, subject, message ID, IPs, URLs, and
dispositions to rapidly scope incidents (who received what, what action was taken, whether it was quarantined/rejected/delivered)
and to support response actions (block, release, or escalate). In Proofpoint deployments, Smart Search is accessible in the
Protection Server admmnistrative interface (on-prem PPS) and in the Email Protection cloud administrative experience (Proofpoint
Email Protection / PoD admin), aligning to where message processing and policy decisions are recorded. TAP Dashboard is
primarily threat-focused telemetry (URLs, attachments, canpaigns, user exposure), while TRAP/Threat Response consoles are
centered on post-delivery remediation and orchestration. For IR, knowing the correct consoles matters because message trace data
is authoritative for chain-of-events reconstruction: it provides time stamps, policy hits, verdicts, and routing outcomes needed for
mcident timelines and validation of false positives/negatives. Correct access points ensure analysts can quickly confirm whether the

gateway acted as expected and whether any delivered mail requires retroactive remediation.

R #42
Refer to the exhibit.
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How many messages were sent to a mailbox confi gur red to bypass quarantine for monitoring purposes?

A.0
B. 1
C.2
D.3
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A "bypass quarantine for monitoring” mailbox is typically a controlled testing/observation mailbox used by security teams to validate
detection efficacy and to safely observe threat traffic patterns without impacting end-user productivity. In Proofpoint email security
operations, these mailboxes are configured so that messages that would normally be quarantined are instead delivered to a
designated mailbox for review, allowing analysts to (1) validate classifier accuracy, (2) capture full artifacts for analysis (.eml,
headers, URLs

/attachments), and (3) measure how controls behave over time (policy hits, spamyphish/malware scoring).

Based on the exhibit, the correct count of messages routed to that bypass/quarantine-monitoring mailbox is 9 (option C).
Operationally, this metric is useful for confirming whether the monitoring workflow is receiving enough samples to be meaningful and
whether policy changes unexpectedly increase or reduce quarantined traffic. In IR scenarios, it can also be used to safely test
blocklist effectiveness and confirm retroactive remediation actions without exposing production users.

H #43
An analyst is reviewing the Notable Senders section in Proofpoint Supplier Threat Protection.

Based on the data shown in the exhibit, which vendor's email activity should be mnvestigated first?

A. alice(@clariontechsolutions.net

B. bob@aerowestglobalservices.com
C. jane@cypressnetworksinc.com
D. charlie@bluehorizonpartners.io

iIFf@: B
R e«

Supplier Threat Protection prioritization focuses on vendor identities whose messaging patterns indicate elevated risk-such as unusual
sending behavior, higher malicious/suspicious message counts, abnormal spike patterns, or stronger impersonation/compromise
indicators relative to other suppliers. Based on the exhibit's Notable Senders metrics, bob@aerowestglobalservices.com (C) shows
the highest-risk activity and should be investigated first. In Proofpoint IR workflow, supplier-related threats are high impact because
they explott trust relationships and can bypass user suspicion (nvoice/payment workflows, shared documents, ongoing threads). The
mnvestigation typically validates whether this is: (1) a compromised supplier mailbox, (2) supplier-domain impersonation (lookalike
domain), or (3) a legitimate supplier system misconfigured and sending risky content. Analysts pivot into message samples,
authentication alignment (SPF/DKIM/DMARC), sending infrastructure changes, and recipient targeting patterns (finance/AP,
executives). If malicious, containment includes blocking the supplier sender/domain (or precise subdomains), pulling delivered copies
via TRAP, alerting impacted users, and mitiating vendor contact to remediate the supplier's account security.

B #44
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