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EE #55

All staffat a company have started working remotely due to a global pandemic. To transition to remote work, the company has
migrated to SaaS collaboration tools. The human resources department wants to use these tools to process sensitive information but
is concerned the data could be:

- Leaked to the media via printing of the documents

- Sent to a personal email address

- Accessed and viewed by systens administrators

- Uploaded to a file storage site

‘Which of the following would mitigate the department's concerns?
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A. Proxy, secure VPN, endpoint encryption, and AV
B. Watermarking, forward proxy, DLP, and MFA

C. VDI, proxy, CASB, and DRM

D. Data loss detection, reverse proxy, EDR, and PGP

He: B

Y.
Watermarking would help against leaking to 3rd-parties, and DLP would help with sending to unauthorized email addresses.
Forward proxy would deal with uploading to file storage site.

HE #56

The Chief information Officer (CIO) of a large bank, which uses muiltiple third-party organizations to deliver a service, is concerned
about the handling and security of customer data by the parties. Which of the following should be implemented to BEST manage the
risk?

¢ A FEstablish a team using members from first line risk, the business unit, and vendor management to assess only design
security controls of all suppliers. Store findings from the reviews in a database for all other business units and risk teams to
reference.

¢ B. Establish an audit program that regularly reviews all suppliers regardless of the data they access, how they access the data,
and the type of data, Review all design and operational controls based on best practice standard and report the finding back
to upper management.

¢ (. Establish a review committee that assesses the importance of suppliers and ranks them according to contract renewals. At
the time of contract renewal, incorporate designs and operational controls into the contracts and a right-to-audit clause.
Regularly assess the supplier's post-contract renewal with a dedicated risk management team.

¢ D. Establish a governance program that rates suppliers based on their access to data, the type of data, and how they access
the data Assign key controls that are reviewed and managed based on the supplier's rating. Report finding units that rely on
the suppliers and the various risk tears.

e C

HE#57
A systens engineer needs to develop a solution that uses digital certificates to allow authentication to laptops.
Which of the following authenticator types would be most appropriate for the engineer to include in the design?

A. Device certificate
B. TOTP token

C. Biometric

D. Smart card

HE. A

M.

Using digital certificates for authentication is a secure method to control access to laptops and other devices. A device certificate can
serve as an authenticator by providing a means for the device to prove its identity in a cryptographic manner. This certificate-based
authentication is commonly used in enterprise environments for strong authentication.

B2 #58
A software conmpany is developing an application in which data must be encrypted with a cipher that requires the following;
Initialization vector

fow latency
Suitable for streaming
Which of the following ciphers should the company use?

e A. Cipher block chaining

¢ B. Cipher feedback
e (. Electronic codebook



¢ D. Cipher block chaining message authentication code
HeE: B

Y.

CFB mode is converting a block cipher into a type of stream cipher. The encryption algorithm is used as a key-stream generator to
produce key-stream that is placed in the bottom regjster. This key streamis then XORed with the plaintext as in case of stream
cipher.

HE #59

A bank hired a security architect to improve its security measures against the latest threats The solution must meet the following
requirerments

* Recognize and block fake websites

* Decrypt and scan encrypted traffic on standard and non-standard ports

* Use multiple engines for detection and prevention

* Have central reporting

Which of'the following is the BEST solution the security architect can propose?

A. EDR

B. Web filtering
C.CASB

D. NGFW

He: D

MY

A next-generation firewall (NGFW) is a device or software that provides advanced network security features beyond the traditional
firewall fimctions. A NGFW can provide the following capabilities:

Recognize and block fake websites, using URL filtering and reputation-based analysis Decrypt and scan encrypted traffic on
standard and non-standard ports, using SSL/TLS mspection and deep packet inspection Use multiple engines for detection and
prevention, such as antivirus, intrusion prevention system (IPS), application control, and sandboxing Have central reporting, using a
unified management console and dashboard A cloud access security broker (CASB) is a device or software that acts as an
ntermediary between cloud service users and cloud service providers. A CASB can provide various security functions such as
visibility, compliance, data security, and threat protection, but it does not provide all the capabilities of a NGFW. Web filtering is a
technique that blocks or allows web access based on predefined criteria such as categories, keywords, or reputation. Web filtering
can help recognize and block fake websites, but it does not provide all the capabilities of a NGFW. Endpoint detection and
response (EDR) is a technology that monitors and analyzes the activity and behavior of endpoints such as computers or mobile
devices. EDR can help detect and respond to advanced threats, but it does not provide all the capabilities of a NGFW. Reference:
[CompTIA Advanced Security Practitioner (CASP+) Certification Exam Objectives], Domain 2: Enterprise Security Architecture,
Objective 2.2: Select appropriate hardware and software solutions
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