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HAE #49

A large organization is building a hybrid Al environment. The plan is to develop proprietary machine learning (ML) models on-
premises ina VMware NSX environment and create separate, cloud-native Al applications in a Google Kubermetes Engine (GKE)
cluster environment. The CISO has requested a single solution that can offer runtime protection and visibility for the two
environments. Which Prisma AIRS component or form factor should a security architect recommend to this customer?

e A. Al Agent Security installed on each individual virtual machine (VM) and container across both environments to provide
host-level protection

B. Prisma AIRS SaaS platform to ingest telemetry from both environments without requiring local enforcement points

C. Al Security Posture Management (AI-SPM) scanner to connect to both on-premises and cloud environments to scan for
misconfigurations

e D. Prisma AIRS Network Intercept deployed as security virtual appliances in both environments

He: D

3.

Network Intercept provides runtime visibility and protection by inspecting live traffic flows within both virtualized environments like
VMware NSX and containerized environments such as GKE.

This allows a single, consistent control point to monitor and secure Al workloads across hybrid environments, addressing both
visibility and enforcement requirements at runtime.

EE #50

A multinational organization has a large worldwide remote user base. This user base consists of several persona types with distinct
requirenments and concerns regarding the adoption of a Zero Trust Network Access (ZTNA) solution.

- Developers have a requirement to temporarily bypass security controls for business purposes, but the security team sees this as a
potential risk. The developers commonly access development servers onsite in private data centers and public cloud. These
development applications use web (HTTP/HTTPS), API, RPC, and SMB-based applications.

- Sales staff travel regularly and connect to the network via many different types of connections, but they are generally limited to
SaaS-based web applications. They often complain about performance when any agent is installed and want the ability to
temporarily disable these agents.

Data exfiltration and insider risk have been identified as the primary threats for this class of user.

- Executives have concerns about being high-value targets. Security must be consistent across the multiple endpoint types, including
mobile and desktop devices. The executive team members have indicated that their primary objective is to ensure that the solution is
responsive and easy to troubleshoot.

Which two parameters should the architect take into account regarding GlobalProtect gateway selection? (Choose two.)

A. Proximity to destination resources
B. Proximity to users

C. Gateway priority

D. Gateway geo IP mapping

X
m

: B,C

HEE #51

An organization with offices throughout the world has an SD-WAN solution in which all traffic is backhauled to a central set of data
centers. Many of'the offices have IoT / OT devices. Which [oT Security requirement must be taken into consideration by the
security architect when determining which Zero Trust network solution will help this organization evolve its security architecture?

A. The organization must have local NGFW for enforcement.

B. All DHCP requests nust traverse the Prisma SD-WAN fabric for IoT / OT detection.

C. Either a Prisma SD-WAN ION or an NGFW device must be present for accurate IoT / OT detection.

D. A local sensor must be deployed as either an agent on the DHCP server or as a container on the virtual infrastructure.



He: C

Y.

Accurate [oT/OT detection requires direct visibility into local network traffic where devices communicate. This is achieved when a
Prisma SD-WAN ION or a Next-Generation Firewall is deployed at the site, enabling proper device identification and profiling
based on observed traffic and network behavior.

EE #52
You need to ensure compliance reporting and audit visibility for firewall activities. What should you use?

A. Static routing

B. Log forwarding and reporting
C. Disable logging

D. NAT rules

HE: B

MY
Log forwarding and reporting provide visibility into firewall activity and support compliance requirements. They enable auditing,
analysis, and integration with SIEM systens for centralized monitoring,

HE#53

A technology company is deploying its own Al applications on a Google Kubernetes Engine (GKE) cluster. The development team
is concerned about protecting the complex, microservices- based Al stack from both internal and external threats: such as data
poisoning and lateral movement between containerized components. Which solution should be proposed to address these concerns?

A. Prisma AIRS API Intercept

B. Al Access Security with Advanced URL Filtering
C. Prisma AIRS Network Intercept

D. Al Access Security with App-ID Cloud Engine

HE. C

MH.

Network Intercept provides visibility and enforcement on east-west and north-south traffic within Kubernetes environments, allowing
inspection of commumications between microservices. This enables detection and prevention of threats such as lateral movement and
data poisoning by analyzing runtime network behavior inside the Al application stack.
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