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PR #19
A Security Administrator is configuring a new WAF Policy and wants to understand the performance implications. Which of the
following statements are true regarding the impact of enabling WAF on an Avi Service Engine? (Choose 2.)

A. The complexity of the WAF Signatures and CRS rules directly affects CPU usage.

B. WAF memory consumption is fixed and does not change based on traffic volume.

C. Enabling WAF requires a dedicated Service Engine that cannot host other non- WAF Virtual Services.

D. WAF processing can decrease the maximum SSL/TLS transactions per second (TPS) on a Service Engine.
E. Enabling WAF has no impact on Service Engine CPU or memory utilization.
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Which of the following data plane tasks are performed by an Avi Service Engine? (Choose 2.)

A. Authenticating an administrator's login credentials to the Avi UL

B. Orchestrating the creation of a new Service Engine VM in vCenter.
C. Collecting and buffering client traffic logs and performance metrics.
D. Storing and displaying historical analytics data in the UI dashboards.
E. Applying a WAF policy to inspect HTTP traffic for security threats.
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Which statement about Policies is true?

A. HTTP Response Policy requires a corresponding HTTP Request Policy to be configured
B. The order of multiple Policies matters

C. Policies and DataScript should not both be applied to the same Virtual Service

D. Policies do not support regex
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Avi Virtual Service policies are evaluated according to policy type and rule order. Broadcom documentation explains that Virtual
Service policies customize network-layer and HTTP-layer behavior, and policy logs are visible through the Virtual Service Logs tab.
Because policies contain match conditions and actions, their order matters: earlier matching rules or policy sets can affect whether
later rules are reached or what traffic state later processing receives. Policies and DataScripts can both be used on the same Virtual
Service when designed correctly; they are not mutually exclusive. Policies can use advanced match criteria, including pattern-based
matching in applicable HTTP contexts, so the statement that policies do not support regex is incorrect. HTTP Response Policies also
do not require a matching HTTP Request Policy. Therefore, the true statement is that policy order matters.

P RE #22
What are the primary functions and characteristics of'a Service Engine Group in Avi Vantage?
(Select all that apply.)

A. Tt allows administrators to define the sizing of the Service Engines within the group (e.g., vCPU and memory).
B. It provides a scope for high availability settings, such as N+M failover.

C. It is the object where the Virtual IP (VIP) address is configured.

D. It defines the application-layer behavior, such as caching and compression.

E. It contains the list of backend servers that will receive traffic.

F. It serves as an isolation boundary for data plane resources.
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Which file type will the default WAF Profile bypass for inspection?

A. .batch
B. .yml

C. .ico
D. .exe
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The Avi WAF Policy includes an option to bypass WAF inspection for static file extensions. VMware Avi documentation notes that
static content file extensions can be bypassed from WAF checks. Among the listed options, .ico is the static web file type that
matches this behavior; .batch, .exe, and .yml are not appropriate default static web bypass file types.
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