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R #43
Which tool prevents unauthorized system file modifications?

A. WAF

B. File Integrity Monitoring (FIM)
C. NIDS

D. Containerization

EfE: B

R :
FIM detects changes to critical system files.

B #44
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A financial organization implements a new Al-based fraud detection systemto flag suspicious transactions. A security analyst
discovers that it occasionally blocks legitimate transactions.
Which of the following is the best recommendation?

A. Retaining the model with more data and recent transaction patterns

B. Encrypting all the data processed by Al and applying further access controls
C. Implementing Al token usage and rate limits

D. Rolling back the model and using a traditional fraud detection system

EfE: A

TR

False positives occur when the Al model lacks sufficient or representative training data.

Retraining the model with more diverse and recent transaction patterns improves accuracy, reducing the chance of legitimate
transactions being incorrectly flagged.

HM #45
Which of the following is used to train an Al model with unstructured data?

A. Reinforcement training
B. Fine-tuning

C. Supervised learming
D. Statistical learning

Ef#: B
fEEL:

Fine-tuning allows an Al model to adapt to unstructured data (such as text, audio, or images) by retraining it on domain-specific
datasets. This process improves the model's ability to handle and generate outputs aligned with the unstructured data context.

E #46
Which of the following technologies is used in deepfake?

A. Multi-shot prompting
B. Transfer learning
C. Generative adversarial network (GAN)

D. Prompt engineering
EME: C

L2
Deepfakes are primarily created using GANs, where two neural networks (a generator and a discriminator) compete to produce
highly realistic synthetic media, such as manipulated videos or images.

B #47

A group of security engineers is developing a security incident and event management (SIEM) system that will:

- Be able to ingest data from mutltiple structured and unstructured

sources.

- Have a chatbot integrated with a large language model (LLM) that the

security analyst can interact with.

- Provide insights from the SIEM alert data.

Which of the following techniques should the security engineers consider before collecting the data from the respective sources?

A. Vector storage
B. Cleansing

C. Balancing

D. Verification



IEf#: B

R :

Data cleansing ensures that structured and unstructured data ingested into the SIEM is accurate, consistent, and fiee from errors or
irrelevant information. This step is critical before integrating with an LLM chatbot, as clean data improves the reliability and quality of
nsights generated.
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