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P& #66
How do you remove FortiClient from a quarantine list?

A. Use FortiAnalyzer playbooks.

B. Revoke the FortiClient certificate.

C. Shut down FortiClient on the endpoint.

D. Disconnect the endpoint from FortiClient telemetry.

BER: A

fiERE R -
FortiAnalyzer playbooks can be used to manage and remove files or endpoints firom the FortiClient quarantine list, autormating the
remediation process across multiple endpoints.

i RE #67
In a ForliSandbox integration, what does the remediation option do?

A. Exclude specified files

B. Alert and notify only

C. Deny access to a tile when it sees no results

D. Wait for FortiSandbox results before allowing files

£%: B

f R A -

Understanding FortiSandbox Integration:

In a FortiSandbox integration, various remediation options are available for handling suspicious files.

Evaluating Remediation Options:

The remediation option for alerting and notifying without blocking access or waiting for results is essential to understand.
Conclusion:

The correct action for the remediation option in this context is to alert and notify only.

il /8 #68
Which three features does FortiClient endpoint security include? (Choose three.)

A. Real-lime protection

B. DLP

C. IPsec

D. L2TP

E. Vulnerability management

R, ACE

Bt B B -

Understanding FortiClient Features:

FortiClient endpoint security includes several features aimed at protecting and managing endpoints.
Evaluating Feature Set:

Vulnerability management is a key feature of FortiClient, helping to identify and address vulnerabilities (B).
IPsec is supported for secure VPN connections (D).

Real-time protection is crucial for detecting and preventing threats in real-time (E).

Eliminating Incorrect Options:

Data Loss Prevention (DLP) (A) is typically managed by FortiGate or FortiMail

L2TP (C) is a protocol used for VPN but is not specifically a feature of FortiClient endpoint security.



R A #69

Refer to the exhibit. You provide a webserver hosting service. An endpoint downloads a test file, testfile.txt, that gets blocked by
FortiClient.

‘Which configuration can you use to make the file accessible on the endpoint?

A. Add the file to the allowlist in quarantine management on FortiClient EMS.
B. Restore access to file directly using FortiClient.

C. Exclude testfile.txt from the malware protection profile.

D. Allow the webserver URL in the exclusion list in the web filter profile.

BER: A
fRRE R :

To allow a specific file that was blocked by FortiClient, the administrator can add it to the allowlist in FortiClient EMS quarantine
management. This permits the endpoint to access the file without triggering malware protection.

& #70
Refer to the exhibit.

Based on The settings shown in The exhibit, which statement about FortiClient behaviour is Hue?

A. FortiClient copies infected files to the Resources folder without scanning them
B. FortiClient blocks and deletes infected files after scanning them

C. FortiClient quarantines infected ties and reviews later, after scanning them

D. FortiClient scans infected files when the user copies files to the Resources folder.

ZX: D

fE A«

Based on the settings shown in the exhibit, FortiClient is configured to scan files as they are downloaded or copied to the system.
This means that if' a user copies files to the "Resources"” folder, which is not listed under exclusions, FortiClient will scan these files for
infections. The exclusion path mentioned in the settings, "C:

\Users\Admnistrator\Desktop\Resources", indicates that any files copied to this specific folder will not be scanned, but since the
question implies that the "Resources" folder is not the same as the excluded path, FortiClient will indeed scan the files for infections.
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