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HA #12
Which SSO method is easiest to set up and automatically handles user authentication in Windows-based environments?

e A. Windows Integrated SSO
e B. Token Based SSO
e (. Federated SSO
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In a standard corporate environment where users are already logged into a Windows Domain, Windows Integrated SSO (WIA) is
considered the "easiest" and most seamless method. According to the Archer installation guides, WIA utilizes the NTLM or
Kerberos protocols already built into the Windows OS and Internet Information Services (IIS).

Because the web server and the user's workstation share a common trust via Active Directory, the user is authenticated
automatically without needing to provide credentials or interact with a third-party identity provider (IdP). While Federated SSO
(Option C), like SAML, is more robust for cloud or multi-platform environments, it requires significantly more configuration,
including certificate exchanges and metadata mapping. Token Based SSO (Option B) often requires custom coding or specialized
header injection. For a pure Windows-based internal environment, Windows Integrated SSO provides the most "out-of-the-box"
experience for both the administrator and the end-user.

HME#13
Using LDAP an Administrator can do which of the following? Select all that apply:

A. Make users login to Archer automatically without username and password

B. Reflect user changes from Archer to organization's directory server

C. Synchronize an organizations Directory users and groups with an Archer Instance

D. Allow updates and changes made in the organization's directory server to automatically reflect in Archer

iFf@E: C. D

fEEHL:

The Archer LDAP Synchronization service is a "one-way" synchronization tool from the Directory Server (e.g., Active Directory) to
Archer.

* A and D are correct: The service allows for the synchronization of users and groups (D), ensuring that any updates-such as name
changes, department updates, or account deactivations (A)-made in the directory server are mirrored in Archer.

* Bis incorrect: LDAP Synchronization does not facilitate "automatic” login (SSO). While LDAP Authentication can be used to
verify a password, the seamless "no username/password" experience is provided by Windows Integrated SSO or SAML. , which
are distinct from the synchronization service.

* C 1s incorrect: Archer cannot write back to the organization's directory server. It is a consumer of LDAP data, not a manager of it.
Changes made in Archer (like updating a phone number in the User Profile) will not be pushed back to Active Directory; in fact,
they will likely be overwritten by the next LDAP sync.

i #14
Failed user login, Access Role Created and Deleted, and password change by user events are viewed in:

e A. Locked Accounts Report
¢ B. Access Control Rights by Role Report
e (. Security Events Report

EfE: C

AR :

The Security Events Report is the primary auditing tool for tracking administrative and sensitive user actions within the Archer
platform. According to the Archer Admnistration II curriculum, this report captures a broad spectrum of "event-based" security data
that standard access reports do not cover.

Spectfically, it logs every failed login attenpt , which is critical for identifying potential brute-force attacks.

It also tracks metadata changes to the security infrastructure, such as when an Access Role is created or deleted , providing an audit
trail of who modified the system's permissions. Furthermore, it records password changes initiated by users. While the "Locked
Accounts Report" (Option B) only shows users currently barred from the system, the Security Events Report provides the historical
context of why those events occurred. It is an essential resource for compliance officers and system auditors to ensure that the
ntegrity of the Archer environment's security configuration remains intact.

HE #15
What are the prerequisites for installing Archer? Select all that apply.



A. NET Framework

B.1IS

C. Apache Runtime Environment
D. SQL Server

IEf#: AL B. D

R

Archer is a Windows-based enterprise application that relies on the Microsoft technology stack. As detailed in the Archer
Installation and Troubleshooting guide, there are three primary prerequisites for a successful deployment:

*1IS (Internet Information Services): This is the web server that hosts the Archer web interface and APIs.

* SQL Server: Archer requires a Microsoft SQL Server database to store all application data, metadata, and the instance
configurations.

* Microsoft .NET Framework: Archer is built on .NET; specific versions (such as 4.7.2 or higher, depending on the Archer version)
nust be installed for the web and service components to function.

Apache (Option A) is an alternative web server used primarily for Linux-based environments and is not a prerequisite or a
supported web server for the Archer platform

HM #16
Which of the following can Data Imports populate data in?

A. Applications, Sub-Forms and Questionnaires
B. Applications and Questionnaires

C. Questionnaires and Sub-Forms

D. Applications and Sub-Forms

Ef#: D

BRI

The manual Data Import tool has specific structural limitations compared to the more robust Data Feed Manager. As taught in
Archer Admmistration II , Data Imports are designed to handle standard Applications and their associated Sub-Forms .

‘When importing into an application that contains a sub-form, the admmistrator can map source colunms to the sub-form fields to
create multiple sub-form line itenns for a single parent record. However, Questionnaires (Option A, B, and D) cannot be populated
via the standard Data Import tool. Questionnaires utilize a unique

"Target/Assessment" architecture that requires either manual launching via a Campaign or the use of the Data Feed Manager with a
specialized "Questionnaire” transporter. Because the Data Import tool lacks the ability to handle the complex relationship between
the Question Library, the Questionnaire Template, and the Target record, it is restricted to standard application and sub-form data
ingestion.
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