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CrowdStrike CCFH-202b Priifungsplan:

Thema Einzelheiten
¢ Reports and References: This domain covers using built-in Hunt and Visibility reports and leveraging
Thema 1 Events Full Reference documentation for event information.

¢ Hunting Analytics: This domain focuses on recognizing malicious behaviors, evaluating information
Therma 2 reliability, decoding command Iine activity, identifying infection patterns, distinguishing legitimate from
adversary activity, and identifying exploited vulnerabilities.

¢ Event Search: This domain focuses on using CrowdStrike Query Language to build queries, format and
Thema 3 filter event data, understand process relationships and event types, and create custom dashboards.
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Traningsinstrumente und Schulungsunterlagen von guter Qualitéit. Die CrowdStrike CCFH-202b Priigungsfragen und Antworten
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Losungen (Q55-Q60):

55. Frage
Adversaries commonly execute discovery commands such as netexe, ipconfig.exe, and whoami exe. Rather than query for each of
these commands individually, you would like to use a single query with all of them. What Splunk operator is needed to complete the

following query?

A.OR
B.IN
C.NOT
D. AND

Antwort: A

Begriindung;

The OR operator is needed to complete the following query, as it allows to search for events that match any of the specified values.
The query would look like this:

event_simpleName=ProcessRollup2 FileName=net.exe OR FileName=ipconfig.exe OR FileName=whoami.exe The OR operator
is used to combine multiple search terms or expressions and return events that match at least one of them The IN, NOT, and AND
operators are not suitable for this query, as they have different functions and meanings.

56. Frage
How do you renane fields while using transforming commands such as table, chart, and stats?

e A. By specifying the desired name after the field name eg "stats count totalcount by ComputerName"

¢ B. By renaming the fields with the "rename" command after the transforming command e.g, "stats count by ComputerName |
rename count AS total count"

¢ C. By using the "renamed" keyword after the field name eg "stats count renamed totalcount by ComputerName"

¢ D. You cannot renane fields as it would affect sub-queries and statistical analysis

Antwort: B

Begrindung;

The rename command is used to rename fields while using transforming commands such as table, chart, and stats. It can be used
after the transforming command and specify the old and new field names with the AS keyword. You can rename fields as it would
not affect sub-queries and statistical analysis, as long as you use the correct field names in your queries. The renamed keyword and
the desired name after the field name are not valid ways to rename fields.

57. Frage
What information is provided from the MITRE ATT&CK framework in a detection's Execution Details?

A. Technique ID

B. Triggering Indicator
C. Grouping Tag

D. Command Line

Antwort: A

Begrindung;

Technique ID is the information that is provided from the MITRE ATT&CK framework in a detection's Execution Details.
Technique ID is a unique identifier for each technique in the MITRE ATT&CK framework, such as T1059 for Command and
Scripting Interpreter or T1566 for Phishing. Technique ID helps to map a detection to a specific adversary behavior and tactic.
Grouping Tag, Command Line, and Triggering Indicator are not information that is provided fromthe MITRE ATT&CK framework
in a detection's Execution Details.

58. Frage
With Custom Alerts you are able to configure email alerts using predefined templates so you're notified about specific activity in your



environment. Which of the following outlines the steps required to properly create a custom alert rule?

¢ A. Choose the template you would like to configure, preview the search results, and then schedule the alert

¢ B. Create a new custom template, configure the email template, and then create the custom query for the alert

¢ C. Choose the template you would like to configure, setup how often you would like the alert to run, and then schedule the
alert

¢ D. Create the query for the alert, setup the email template for the alert, and then set the schedule for the alert

Antwort: A

Begrindung;

These are the steps required to properly create a custom alert rule. Custom Alerts are a feature that allows you to configure email
alerts using predefined templates so you're notified about specific activity in your environment. You can choose from various
templates that cover different use cases, such as suspicious PowerShell activity, network connections to risky countries, etc. You
can also preview the search results of the template before scheduling the alert. You do not need to create the query for the alert,
setup the email template for the alert, or create a new custom template, as these are already provided by the predefined templates.

59. Frage
When performing a raw event search via the Events search page, what are Event Actions?

e A. Event Actions are pivotable workflows including connecting to a host, pre-made event searches and pivots to other
investigatory pages such as host search

e B. Event Actions contains an audit information log of actions an analyst took in regards to a specific detection

e C. Event Actions is the field name that contains the event name defined in the Events Data Dictionary such as ProcessRollup,
SyntheticProcessRollup, DN'S request, etc

¢ D. Event Actions contains the summary of actions taken by the Falcon sensor such as quarantining a file, prevent a process
from executing or taking no actions and creating a detection only

Antwort: A

Begrindung;

‘When performing a raw event search via the Events search page, Event Actions are pivotable workflows that allow you to perform
various tasks related to the event or the host. For example, you can connect to a host using Real Time Response, run pre-made
event searches based on the event type or name, or pivot to other investigatory pages such as host search, hash search, etc. Event
Actions do not contain audit information log, summary of actions taken by the Falcon sensor, or the event name defined in the Events
Data Dictionary.
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Zertifizierungspriifing entwickelt. Die Kandidaten sollen an dem 20-stiindigen Kurs teilnehmen, dann kénnen sie neue Kenntnisse
beherrschen und ihre urspriingliches Wissen konsolidieren und auch die CrowdStrike CCFH-202b Zertifizierungsprifing leichter als
diejenigen, die viel Zeit und Energie auf die Priifung verwendet, bestehen.
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