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NEW QUESTION # 328

Scenario:

Evergreen tailored the format and naming convention of their information security policy to align with their internal structure and
needs.

Is this acceptable?

¢ A. No - the policy must adhere to the predefined template set by ISO/IEC 27001
¢ B. No - the policy format and naming conventions must be approved by an external auditor before being implemented
e C. Yes - the organization can determine the formats and names of these policy documents that meet the organization's needs

Answer: C

NEW QUESTION # 329

Scenario 4: UX Software, a company specializing in L.JX{fUI design. QA and software testing, and mobile application development.
recognized the need to improve its information security measures, As such. the company implemented an ISMS based on ISO/IEC
27001- This strategic move aimed to enhance the confidentiality. availability, and integrity Of information shared internally and
externally, aligning with industry standards and best practices.

The integration of ISMS into UX Software's existing processes and ensuring that these processes are adjusted in accordance with
the framework of ISMS signified an inmportant milestone. underscoring the organization'S commitiment to information security. UX
Software meticulously tailored these procedures to align with the ISMS framework, ensuring they ate contextually and culturally
appropriate while avoiding mismatches. This proactive stance reassured their employees and instilled confidence in their clients,
ensuring the protection of sensitive data throughout their operations.

UX Software'S top management took action to define the Scope Of their ISMS to adhere to ISOIEC 27003 to drive this initiative
forward. Sven, a key member Of the top management team at UX Software. assumed the role of project sponsor. a critical position
responsible for ensuring the execution of ISMS implementation with adequate resources. Sven's leadership was pivotal in steering
the project towards compliance with

27001, thus elevating the organization's information security posture to the highest level- In parallel with their dedication to
information security. UX Software incorporated the technical specifications Of security controls within the justification section Of
their Statement Of Applicability This approach demonstrated their Commitment to meeting ISO/IEC 27001 requirements and
ensured thorough documentation and justification Of Security controls, thereby Strengthening the overall Security framework Ofthe
organization. Additionally. UX Software established a committee responsible for ensuring the effectiveness of correctrve actions,
managing the ISMS documented information, and continually improving the ISMS while addressing nonconformities.

By implementing an ISMS based on ISO/IEC 27001, UX Software improved its information security and reinforced its position as a
reliable partner. This dedication to information security serves as a testament to UX Software's commitment to delivering high-quality
software solutions while safeguarding the interests of its internal stakeholders and valued clients.

According to Scenario 4, UX Software decided to use the guidelines of ISO/IEC 27003 to define the scope of the ISMS. Is the
scope defined in accordance with these guidelines?

e A Yes, they defined the scope according to ISO/IEC 27003
e B. No, they should have determined the final scope first
¢ C. No, they should have followed a multi-step approach nvolving management representatives and refinement

Answer: A

Explanation:

The scenario notes that "UX Software's top management took action to define the Scope of their ISMS to adhere to ISO/IEC
27003." ISO/IEC 27003 provides guidance for defining the scope of an ISMS in accordance with ISO/IEC 27001 requirements.
"The organization should establish the ISMS scope based on the guidance in ISO/IEC 27003, ensuring that it reflects the context,
mterested parties, and business needs."

- ISO/TEC 270032017, Clause 6.2; ISO/IEC 27001:2022, Clause 4.3

NEW QUESTION # 330
What is the main purpose of Annex A 7.1 Physical security perimeters of ISO/IEC 270017

¢ A. To maintain the confidentiality of information that is accessible by personnel or external parties

¢ B. To prevent unauthorized physical access, damage, and interference to the organization's information and other associated
assets

e (. To ensure access to information and other associated assets is defined and authorized



Answer: B

Explanation:

Annex A 7.1 of ISO/IEC 27001 :2022 is a control that requires an organization to define and implement security perimeters and
use them to protect areas that contain information and other associated assets.

Information and information security assets can include data, infrastructure, software, hardware, and personnel. The main purpose of
this control is to prevent unauthorized physical access, damage, and interference to these assets, which could compromise the
confidentiality, integrity, and availability of the information. Physical security perimeters can include fences, walls, gates, locks,
alars, cameras, and other barriers or devices that restrict or monitor access to the facility or area. The organization should also
consider the environmental and fire protection of the assets, as well as the disposal of any waste or media that could contain sensitive
mformation.

NEW QUESTION # 331
Which of the following is NOT part of the steps required by ISO/IEC 27001 that an organization must take when a nonconformity is
detected?

¢ A. Communicate the details of the nonconformity to every employee of the organization and suspend the employee that
caused the nonconformity

¢ B. Evaluate the need for action to eliminate the causes of the nonconformity so that it does not recur or occur elsewhere

¢ C. React to the nonconformity, take action to control and correct it. and deal with its consequences

Answer: A

Explanation:

According to the ISO/IEC 27001 : 2022 Lead Implementer course, the steps required by ISO/IEC 27001 that an organization must
take when a nonconformity is detected are as follows1:

* React to the nonconformity, take action to control and correct it, and deal with its consequences

* Evaluate the need for action to elimmnate the causes of the nonconformity so that it does not recur or occur elsewhere

* Implement any action needed

* Review the effectiveness of the corrective action

* Make changes to the information security management system (ISMS) if necessary Therefore, communicating the details of the
nonconformity to every employee of the organization and suspending the employee that caused the nonconformity is not part of the
steps required by ISO/IEC

27001. This option is not only unnecessary, but also potentially harmful, as it could violate the principles of confidentiality, integrity,
and availability of information, as well as the human rights and dignity of the employee involved2. Instead, the organization should
follow the established procedures for reporting, recording, and analyzing nonconformities, and ensure that the corrective actions are
appropriate, proportional, and fair3.

NEW QUESTION # 332

Scenario 9: SkyFleet specializes in air freight services, providing fast and reliable transportation solutions for businesses that need
quick delivery of goods across long distances. Given the confidential nature of the information it handles, SkyFleet is committed to
maintaining the highest information security standards. To achieve this, the company has had an information security management
system (ISMS) based on ISO/IEC 27001 in operation for a year. To enhance its reputation, SkyFleet is pursuing certification
against ISO/IEC 27001.

SkyFleet strongly emphasizes the ongoing maintenance of information security. In pursuit of this goal, it has established a rigorous
review process, conducting in-depth assessments of the ISMS strategy every two years to ensure security measures remain robust
and up to date. In addition, the company takes a balanced approach to nonconformities. For example, when employees fail to follow
proper data encryption protocols for internal communications, SkyFleet assesses the nature and scale of this nonconformity. If this
deviation is deemed minor and limited in scope, the company does not prioritize immediate resolution. However, a significant action
plan was developed to address a major nonconformity involving the revamp of the company's entire data management system to
ensure the protection of client dat a. SkyFleet entrusted the approval of this action plan to the employees directly responsible for
implementing the changes. This streamlined approach ensures that those closest to the issues actively engage in the resolution
process. SkyFleet's blend of mnovation, dedication to information security, and adaptability has built its reputation as a key player in
the I'T and comnunications services sector.

Despite mitially not being recommended for certification due to missed deadlines for submitting required action plans, SkyFleet
undertook corrective measures to address these deficiencies in preparation for the next certification process. These measures
mnvolved analyzing the root causes of the delay, developing a corrective action plan, reassessing ISMS implementation to ensure
compliance with ISO/IEC 27001 requirements, intensifying internal audit activities, and engaging with a certification body for a



follow-up audit.
According to Scenario 9, has SkyFleet accurately established the appropriate fiequency for reviewing its ISMS Strategy?

¢ A. No. Reviews are only necessary when significant changes in business operations occur
¢ B. Yes. SkyFleet should review its ISMS every two years
e (. No. SkyFleet should conduct at least an annual review of the ISMS

Answer: C

NEW QUESTION # 333
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