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GIAC Red Team Professional Sample Questions (Q90-Q95):
NEW QUESTION # 90 
What are two common methods used to gain access to a target system?
(Choose two)
Response:

A. Social engineering
B. SQL injection
C. Exploiting unpatched vulnerabilities
D. Privilege escalation

Answer: A,C

NEW QUESTION # 91 
Which tool is widely used for lateral movement within Windows domains?
Response:

A. PsExec
B. BloodHound
C. Wireshark
D. Hydra

Answer: A

NEW QUESTION # 92 
Which of the following is a common method for delivering a payload to a target system?
Response:

A. Network enumeration
B. Phishing
C. SQL injection
D. ARP poisoning

Answer: B

NEW QUESTION # 93 
In network discovery, which types of information are typically gathered using SNMP enumeration?
(Choose two)
Response:

A. Network device types and roles
B. Running services and processes
C. Network interface and routing information
D. Usernames and passwords

Answer: A,C

NEW QUESTION # 94 
Which two techniques can be used to escalate privileges in a Windows environment?
(Choose two)
Response:

A. Kerberoasting
B. Exploiting weak NTLM authentication
C. SQL injection



D. Exploiting SMB protocol

Answer: A,B

NEW QUESTION # 95
......
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