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During an Xmas scan, what indicates a port is closed?

A. SYN

B. No return response
C. ACK

D.RST

Answer: D

Explanation:

Comprehensive and Detailed Explanation:

An Xmas scan is a type of stealth TCP scan that sets the FIN, PSH, and URG flags. According to RFC 793:

* Ifthe port is closed, the target responds with a TCP RST (Reset) packet.

* Ifthe port is open or filtered, there is no response.

Thus, receiving a RST response indicates a closed port.

From CEH v13 Courseware:

* Module 3: Scanning Networks # TCP Flag Scanning Techniques

Reference:CEH v13 Study Guide - Module 3: Xmas, Null, and FIN ScansRFC 793 - Transmission Control Protocol Specification

NEW QUESTION # 803

Becky has been hired by a client from Dubai to performa penetration test against one of their remote offices.

Working from her location in Columbus, Ohio, Becky runs her usual reconnaissance scans to obtain basic information about their
network. When analyzing the results of her Whois search, Becky notices that the IP was allocated to a location in Le Havre, France.
‘Which regional Internet registry should Becky go to for detailed information?

A. APNIC
B. ARIN
C.RIPE

D. LACNIC

Answer: C

Explanation:

Regional Internet Registries (RIRs):

ARIN (American Registry for Internet Numbers)

AFRINIC (African Network Information Center)

APNIC (Asia Pacific Network Information Center)

RIPE (Reseaux IP Europeens Network Coordination Centre)

LACNIC (Latin American and Caribbean Network Information Center)

NEW QUESTION # 804
Which of'the following tools are used for enumeration? (Choose three.)

A. USER2SID
B. SID2USER
C. SolarWinds
D. Cheops

E. DumpSec
Answer: A,B,E

Explanation:

Enumeration is the process of extracting usernames, shares, services, and other system-specific information from a target system
Tools used for enumeration include:

B). USER2SID: Resolves a usernamre to its associated Security Identifier (SID).

D). SID2USER: Resolves an SID back to the corresponding username.

E). DumpSec: A powerful GUI tool used to enumerate users, shares, and permissions on Windows systerns.

From CEH v13 Courseware:

Module 4: Enumeration



Section: NetBIOS and Windows Enumeration Tools

CEH v13 Study Guide states:

"USER2SID and SID2USER are classic tools used to map usernames to SIDs and vice versa during Windows enumeration.
DumpSec can enumerate user accounts, group memberships, and shared resources on systems with open permissions." Incorrect
Options:

A). SolarWinds: Primarily a network performance monitoring tool, not designed for enumeration.

C). Cheops: A network mapping tool, not an enumeration utility.

Reference:CEH v13 Study Guide - Module 4: Enumeration # Windows Enumeration ToolsMicrosoft Windows Security SID
Documentation

NEW QUESTION # 805

Steven connected his iPhone to a public computer that had been infected by Clark, an attacker. After establishing the connection
with the public computer, Steven enabled iTunes WI-FI sync on the computer so that the device could continue communication with
that computer even after being physically disconnected.

Now, Clark gains access to Steven's iPhone through the infected computer and is able to monitor and read all of Steven's activity on
the PPhone, even after the device is out of the commumication zone.

Which of the following attacks is performed by Clark in above scenario?

A. Man-in-the-disk attack

B. I0S trustjacking

C. I0S Jailbreaking

D. Exploiting SS7 vulnerability

Answer: B

Explanation:

An iPhone client's most noticeably terrible bad dream is to have somebody oversee his/her gadget, including the capacity to record
and control all action without waiting be in a similar room In this blog entry, we present another weakness called '"Trustjacking”,
which permits an aggressor to do precisely that.

This weakness misuses an iOS highlight called iTunes Wi-Fi sync, which permits a client to deal with their 10S gadget without
genuinely interfacing it to their PC. A solitary tap by the i0S gadget proprietor when the two are associated with a similar
organization permits an assailant to oversee the gadget. Furthermore, we will stroll through past related weaknesses and show the
progressions that iPhone has made to alleviate them, and why these are adequately not to forestall comparative assaults.

After nterfacing an iOS gadget to another PC, the clients are being found out if they trust the associated PC or not. Deciding to
believe the PC permits it to speak with the i0S gadget by means of the standard iTunes APIs.

This permits the PC to get to the photographs on the gadget, perform reinforcement, introduce applications and considerably more,
without requiring another affirmation from the client and with no recognizable sign.

Besides, this permits enacting the "iTunes Wi-Fi sync" highlight, which makes it conceivable to proceed with this sort of
correspondence with the gadget even after it has been detached from the PC, as long as the PC and the iOS gadget are associated
with a similar organization. It is intriguing to take note of that empowering

"ITunes Wi-Fisync" doesn't need the casualty's endorsement and can be directed simply from the PC side.

Getting a live stream of the gadget's screen should be possible effectively by consistently requesting screen captures and showing or
recording them distantly.

It is imperative to take note of that other than the underlying single purpose of disappointment, approving the vindictive PC, there is
no other component that forestalls this proceeded with access. Likewise, there isn't anything that nforms the clients that by
approving the PC they permit admittance to their gadget even in the wake of detaching the USB Iink.

NEW QUESTION # 806
A company's security policy states that all Web browsers must automatically delete their HTTP browser cookies upon terminating,
What sort of security breach is this policy attempting to mitigate?

e A Attenpts by attackers to access the user and password nformation stored in the company's SQL database.

e B. Attenpts by attackers to access passwords stored on the user's computer without the user's knowledge.

e C. Attenpts by attackers to access Web sites that trust the Web browser user by stealing the user's authentication
credentials.

e D. Attenpts by attackers to determine the user's Web browser usage patterns, including when sites were visited and for how

long.



Answer: C

Explanation:

HTTP cookies may store authentication tokens, allowing users to remain logged in. If'a browser retains cookies after closing, an
attacker with access to the device could hijack active sessions.

Automatically deleting cookies upon termination reduces the window of opportunity for session hijacking.

Reference - CEH v13 Official Study Guide:

Module 11: Hacking Web Applications

Topic: Session Management

Quote:

"Session hijacking exploits persistent cookies or session IDs stored in browsers. Enforcing cookie deletion helps prevent this attack."
Incorrect Options:

A). SQL databases are unrelated to browser cookies.

C). Browser cookies don't store OS-level passwords.

D). This may be a secondary concern, but not the primary mitigation.

NEW QUESTION # 807
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