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NEW QUESTION # 63 
An employee of a pharmaceutical company accidentally checked in code that contains AWS secret keys to a public GitHub
repository, which exposes production resources to attackers.
Which mitigation strategy must a security engineer recommend to prevent future reoccurrence?

A. Implement a phishing education campaign.
B. Implement a more granular port security strategy.
C. Add a web application firewall.
D. Configure a SCM precommit hook.

Answer: D

Explanation:
An SCM (Source Code Management) precommit hook scans code for sensitive information such as AWS keys before it is
committed. This prevents developers from accidentally pushing secrets to public repositories, protecting production resources from
exposure.

NEW QUESTION # 64 
Which two controls help detect drift in IaC-managed infrastructure? (Choose two.)

A. Continuous configuration monitoring
B. Manual change log entries
C. DHCP snooping
D. Immutable infrastructure patterns

Answer: A,D

Explanation:
Continuous configuration monitoring detects deviations from IaC definitions, while immutable infrastructure minimizes drift by
replacing resources instead of modifying them in place.

NEW QUESTION # 65 
A company recently discovered that a former employee, who left to join a competitor, continued to access and exfiltrate sensitive
data over several weeks after leaving. The breach highlighted vulnerabilities in the organization's data security and access
management practices. To prevent such incidents in the future, the organization must adopt measures that detect and restrict
unauthorized data access and transfer. Which mitigation strategy must be implemented to address the issue?

A. Implement web application firewall.
B. Implement data loss prevention strategy.
C. Upgrade network policy access.
D. Deploy audit logging and monitoring solution.

Answer: B

Explanation:
A Data Loss Prevention (DLP) strategy directly addresses the problem of unauthorized access and exfiltration of sensitive data.
DLP tools monitor, detect, and block suspicious data transfers, ensuring that insiders or former employees cannot copy, email, or
upload sensitive information without authorization. This provides the required prevention and control that the scenario calls for.

NEW QUESTION # 66 
A security engineer on an application design team must choose a framework of attack patterns to evaluate during threat modeling.
Which framework provides the common set of attacks?

A. Cisco SAFE
B. MITRE CAPEC
C. SOC2
D. GDPR



Answer: B

Explanation:
MITRE CAPEC (Common Attack Pattern Enumeration and Classification) provides a standardized catalog of attack patterns. It is
specifically designed for use in threat modeling and application design, allowing security engineers to anticipate and evaluate common
attacks.

NEW QUESTION # 67 
A developer company recently implemented a testing environment based on Linux operating system. The company needs a
technology solution that produces tracing and filtering capabilities in the Linux kernel. Which technology meets these requirements
without modifying the kernel source code?

A. VPP
B. eBPF
C. distributed firewall
D. NGFW

Answer: B

Explanation:
eBPF (extended Berkeley Packet Filter) allows tracing, filtering, and monitoring directly inside the Linux kernel without modifying the
kernel source code. It provides deep visibility into system and application behavior, making it ideal for secure and efficient
observability in a testing environment.

NEW QUESTION # 68
......
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