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- First, you create or use an existing key in a supported external key management partner system.
This key has a unique URI or key path,
- Newt, you grant your Google Cloud praject access to use the key, in the external key management
partner system.
- In your Google Cloud project, you create a Clowd EKM koy, using the URL or key path for the
externally-managed key.
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Case Study: 1 - Mountkirk Games Case Study

Company Overview

Mountkirk Games makes online, session-based. multiplayer games for the most popular mobile platforns.

Company Background

Mountkirk Games builds all of their games with some server-side integration and has historically used cloud providers to lease
physical servers. A few of their games were more popular than expected, and they had problens scaling their application servers,
MySQL databases, and analytics tools.

Mountkirk's current model is to write game statistics to files and send them through an ETL tool that loads them into a centralized
MySQL database for reporting,

Solution Concept

Mountkirk Games is building a new game, which they expect to be very popular. They plan to deploy the game's backend on
Google Compute Engine so they can capture streaming metrics, run intensive analytics and take advantage of its autoscaling server
environment and integrate with a managed NoSQL database.

Technical Requirements

Requirements for Game Backend Platform

1. Dynamically scale up or down based on game activity.

2. Connect to a managed NoSQL database service.

3. Run customized Linx distro.

Requirements for Game Analytics Platform

1. Dynamically scale up or down based on game activity.

2. Process incoming data on the fly directly from the game servers.

3. Process data that arrives late because of slow mobile networks.

4. Allow SQL queries to access at least 10 TB of historical data.

5. Process files that are regularly uploaded by users' mobile devices.

6. Use only fully managed services

CEO Statement

Our last successful game did not scale well with our previous cloud provider, resuming in lower user adoption and affecting the
game's reputation. Our investors want more key performance indicators (KPIs) to evaluate the speed and stability of the game, as
well as other metrics that provide deeper insight into usage patterns so we can adapt the gams to target users.

CTO Statement

Our current technology stack cannot provide the scale we need, so we want to replace MySQL and move to an environment that
provides autoscaling, low latency load balancing, and fiees us up from managing physical servers.

CFO Statement

We are not capturing enough user demographic data usage metrics, and other KPIs. As a result, we do not engage the right users.
We are not confident that our marketing is targeting the right users, and we are not selling enough premium Blast-Ups inside the
games, which dramatically impacts our revenue.

For this question, refer to the Mountkirk Games case study. Mountkirk Games wants you to design their new testing strategy. How
should the test coverage differ from their existing backends on the other platforms?

e A Tests should include directly testing the Google Cloud Platform (GCP) infrastructure.
e B. Tests should scale well beyond the prior approaches.
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e C. Unit tests are no longer required, only end-to-end tests.
e D. Tests should be applied after the release is in the production environment.

HE: B

Y.

From Scenario:

A few of their games were more popular than expected, and they had problems scaling their application servers, MySQL databases,
and analytics tools.

Requirements for Game Analytics Platform include: Dynamically scale up or down based on game activity

HEE #69

For this question, refer to the Dress4Win case study.

At Dress4Win, an operations engineer wants to create a tow-cost solution to remotely archive copies of database backup files. The
database files are compressed tar files stored in their current data center. How should he proceed?

A. Create a cron script using gsutil to copy the files to a Regional Storage bucket.
B. Create a Cloud Storage Transfer Service Job to copy the files to a Coldline Storage bucket.
C. Create a cron script using gsutil to copy the files to a Coldline Storage bucket.
D. Create a Cloud Storage Transfer Service job to copy the files to a Regional Storage bucket.

Y. C

MY

Reference:

Follow these rules of thumb when deciding whether to use gsutil or Storage Transfer Service:

When transferring data from an on-premises location, use gsutil.

When transferring data from another cloud storage provider, use Storage Transfer Service.

Otherwise, evaluate both tools with respect to your specific scenario.

Use this guidance as a starting point. The specific details of your transfer scenario will also help you determine which tool is more
appropriate

https//cloud. google.convstorage-transfer/docs/overview
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Your company is planning to performa lift and shift migration of their Linux RHEL 6.5+ virtual machines. The virtual machines are
running in an on-premises VMware environment. You want to migrate them to Compute Engine following Google-recommended
practices. What should you do?

¢ A. 1. Define a migration plan based on the list of the applications and their dependencies.
2. Migrate all virtual machines into Compute Engine individually with Migrate for Compute Engine.
¢ B. 1. Perform an assessment of virtual machines running in the current VMware environment.
2. Install a third-party agent on all selected virtual machines.
3. Migrate all virtual machines into Compute Engine.
e C. 1. Perform an assessment of virtual machines running in the current VMware environment.
2. Define a migration plan, prepare a Migrate for Compute Engine migration RunBook, and execute the migration.
e D. 1. Performan assessment of virtual machines running in the current VMware environment.
2. Create images of all disks. Import disks on Compute Engine.
3. Create standard virtual machines where the boot disks are the ones you have imported.

He: C
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The framework illustrated in the preceding diagram has four phases:

* Assess. In this phase, you assess your source environment, assess the workloads that you want to migrate to Google Cloud, and
assess which VM support each workload.

* Plan. In this phase, you create the basic infrastructure for Migrate for Compute Engine, such as provisioning the resource hierarchy
and setting up network access.

* Deploy. In this phase, you migrate the VMs from the source environment to Compute Engine.

* Optimize. In this phase, you begin to take advantage of the cloud technologies and capabilities.
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Your company has a Google Workspace account and Google Cloud Organization Some developers in the company have created
Google Cloud projects outside of the Google Cloud Organization You want to create an Organization structure that allows
developers to create projects, but prevents them from modifying production projects You want to manage policies for all projects
centrally and be able to set more restrictive policies for production projects You want to minimize disruption to users and developers
when business needs change in the future You want to follow Google-recommended practices How should you design the
Organization structure?

¢ A. 1 Create a folder under the Organization resource named "Production '
2 Grant all developers the Project Creator [AM role on the Organization 3. Move the developer projects into the
Organization
4 Set the policies for all projects on the Organization
5 Additionally set the production policies on the 'Production” folder
¢ B. 1 Designate the Organization for production projects only
2 Ensure that developers do not have the Project Creator IAM role on the Organization
3 Create development projects outside of the Organization using the developer Google Workspace accounts
4 Set the policies for all projects on the Organization
5 Additionally set the production policies on the individual production projects
e C. 1 Create a second Google Workspace account and Organization
2 Grant all developers the Project Creator IAM role on the new Organization
3 Move the developer projects into the new Organization
4 Set the policies for all projects on both Organizations.
5 Additionally set the production policies on the original Organization
¢ D. 1 Create folders under the Organization resource named "Development" and Production'
2 Grant all developers the Project Creator [AM role on the ""Development] folder 3. Move the developer projects into the
"Development” folder
4 Set the policies for all projects on the Organization
5 Additionally set the production policies on the "Production” folder

HqY: D
Y.
Explanation

This option can help create an organization structure that allows developers to create projects, but prevents them from modifying
production projects. Folders are containers for projects and other folders within Google Cloud organizations. Folders allow
resources to be structured hierarchically and inherit policies from their parent resources. By creating folders under the organization
resource named "Development” and

"Production”, you can organize your projects by environment and apply different policies to them. By granting all developers the
Project Creator IAM role on the "Development" folder, you can allow themto create projects under that folder, but not under the
"Production” folder. By moving the developer projects into the

"Development" folder, you can ensure that they are subject to the policies set on that folder. By setting the policies for all projects on
the organization, you can manage policies centrally and efficiently. By additionally setting the production policies on the "Production”
folder, you can enforce more restrictive policies for production projects and prevent developers from modifying them. The other
options are not optimal for this scenario, because they either create a second Google Workspace account and organization, which
increases complexity and cost (A), or do not use folders to organize projects by environment, which makes it harder to manage
policies and permissions (B, D). References:

https://cloud.google.com/resource-manager/docs/creating-managing- folders
https://cloud.google.convarchitecture/framework/system-design
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You are implementing a single Cloud SQL MySQL second-generation database that contains business-critical transaction dat a.
You want to ensure that the minimum amount of data is lost in case of catastrophic failure. Which two features should you
implement? (Choose two.)

A. Binary logging

B. Semisynchronous replication
C. Read replicas

D. Automated backups



E. Sharding
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Backups help you restore lost data to your Cloud SQL instance. Additionally, if an instance is having a problem, you can restore it
to a previous state by using the backup to overwrite it. Enable automated backups for any instance that contains necessary data.
Backups protect your data from loss or damage.

Enabling automated backups, along with binary logging, is also required for some operations, such as clone and replica creation.
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