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AR #4711
What method of computer forensics will allow you to trace all ever-established user accounts on a Windows 2000 server the course
of its lifetime?

A. analysis of volatile data

B. comparison of MD5 checksuns
C. forensic duplication of hard drive
D. review of SIDs in the Regjstry
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Not MD5: MD5 checksums are used as integrity checks User accounts are assigned a unique SID, and the SID are not reused.

AE #472

During a digital forensics investigation, you discovered an SQL injection attack that occurred on a MySQL database using the
MyISAM storage engine. You found the .MYD' and .MYT files for the attacked table in the MySQL data directory. You also
identified the type of SQL mjection attack as a UNION-based attack. Which of'the following steps would be the most effective in
your investigation?

A. Analyzing the MySQL error log (HOSTNAME.err) for irregularities

B. Checking the .MYD' file to find evidence of the attack in the table data

C. Inspecting the Binary log (HOSTNAME-bin.nnnnnn) for unusual transactions
D. Investigating the "MYT file to inspect the index of the attacked table
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EE #473

A cybercriminal is attempting to remove evidence froma Windows computer. He deletes the file evidencel.doc. sending it to
Windows Recycle Bin. The cybercriminal then empties the Recycle Bin. After having been removed from the Recycle Bin. What will
happen to the data?

A. The data will be overwritten with zeroes

B. The data will remain in its original clusters until it is overwritten
C. The data will be moved to new clusters in unallocated space
D. The data will become corrupted, making it unrecoverable
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HE #474
Which of'the following ISO standard defines file systems and protocol for exchanging data between optical disks?

A. ISO/IEC 13940
B. ISO 9060
C.IEC 3490
D. ISO 9660
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EE #475
‘When using an iPod and the host computer is running Windows, what file system will be used?

A. FAT32
B. HFS
C.FAT16
D. iPod+
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