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A 274
¢ Auditing and Reporting on Security Programs: This section tests Auditors and Security Architects on
validating and communicating program effectiveness. It includes designing security metrics, generating

FA1 compliance reports, and building dashboards to visualize program performance and vulnerabilities for
stakeholders.

¢ Automation and Efficiency: This section assesses Automation Engineers and SOAR Specialists in

streamlining security operations. It covers developing automation for SOPs, optimizing case management
FH 2 workflows, utilizing REST APIs, designing SOAR playbooks for response automation, and evaluating
mtegrations between Sphunk Enterprise Security and SOAR tools.

¢ Detection Engineering: This section evaluates the expertise of Threat Hunters and SOC Engineers in

developing and refining security detections. Topics include creating and tuning correlation searches,
=M 3 integrating contextual data into detections, applying risk-based modifiers, generating actionable Notable
Events, and managing the lifecycle of detection rules to adapt to evolving threats.

¢ Building Effective Security Processes and Programs: This section targets Security Program Managers and
Compliance Officers, focusing on operationalizing security workflows. It involves researching and
integrating threat intelligence, applying risk and detection prioritization methodologies, and developing
documentation or standard operating procedures (SOPs) to maintain robust security practices.

=R 4

¢ Data Engineering: This section of the exam measures the skills of Security Analysts and Cybersecurity

Engineers and covers foundational data management tasks. It includes performing data review and analysis,
FA 5 creating and maintaining efficient data indexing, and applying Splunk methods for data normalization to
ensure structured and usable datasets for security operations.

%| &l Cybersecurity Defense Analyst SPLK-5002 2 M & EX| (Q101-
Q1006):

EZ2 #101
An engineer observes a high volume of false positives generated by a correlation search.
Whatsteps should they take to reduce noise without missing critical detections?

A. Add suppression rules and refine thresholds.

B. Increase the frequency of the correlation search.
C. Limit the search to a single index.

D. Disable the correlation search temporarily.

HE: A

MY

How to Reduce False Positives in Correlation Searches?

High false positives can overwhelm SOC teams, causing alert fatigue and missed real threats. The best solution is to fine-tune
suppression rules and refine thresholds.

#How Suppression Rules & Threshold Tuning Help#Suppression Rules: Prevent repeated false positives from low-risk recurring
events (e.g., normal system scans).#Threshold Refinement: Adjust sensitivity to focus on true threats (e.g,, changing a logn failure
alert from 3 to 10 failed attempts).

#Example in Splunk ES#Scenario: A correlation search generates too many alerts for failed logins.#Fix: SOC analysts refine
detection thresholds:

Suppress alerts if failed logins occur within a short timeframe but are followed by a successful login.


https://www.exampassdump.com/SPLK-5002-practice-test.html

Only trigger an alert if failed logins exceed 10 attempts within 5 minutes.

‘Why Not the Other Options?

#A. Increase the frequency of the correlation search - Increases search load without reducing false positives.

#C. Disable the correlation search temporarily - Leads to blind spots in detection.#D. Limit the search to a single index - May
exclude critical security logs from detection.

References & Learning Resources

#Splunk ES Correlation Search Optimization Guide: https:/docs.splunk.com/Documentation/ES#Reducing False Positives in SOC
Workflows: https//splunkbase.splunk.coné#Fine-Tuning Security Alerts in Splunk:

https//www.splunk.com/en us/blog/security

AE #102
Which phase of the incident response lifecycle would cause the least amount of friction when replacing manual steps with
automation?

A. Triage

B. Remediation

C. Containment

D. Rendering a verdict

HE:. A

=R
Triage involves repetitive, data-gathering, and enrichiment steps (e.g., indicator lookups, context collection) that can be autormated
with minimal risk. This phase typically infroduces the least friction when shifting from manual work to autormation.

EE #103
Which field in the risk index is used to describe the activity within a finding?

A. risk_reason

B. risk_message
C. risk_object

D. risk_description

HE: A
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The risk_reason field in the risk index is used to describe the specific activity or behavior that contributed to the risk in a finding. This
provides context for analysts to understand why the risk event was generated.

HEE #104
‘When generating documentation for a security program, what key element should be included?

A. Standard operating procedures (SOPs)
B. Vendor contract details

C. Financial cost breakdown

D. Organizational hierarchy chart

HE: A

HE:

Key Elements of Security Program Documentation

A security program's documentation ensures consistency, compliance, and efficiency in cybersecurity operations.
#Why Include Standard Operating Procedures (SOPs)?

Defines step-by-step processesfor security tasks.

Ensures security teans followstandardized workflowsfor handling incidents, vulnerabilities, and monitoring.
Supportscompliance with regulationslikeNIST, ISO 27001, and CIS controls.

Exanple:

SOP forincident responseoutlines how analysts escalate security threats.



#Incorrect Answers:

A: Vendor contract details# Vendor agreements are important butnot core to a security program's documentation.
B: Organizational hierarchy chart# Useful for internal structure butnot essential for security documentation.

D: Financial cost breakdown# Related to budgeting, not security operations.

#Additional Resources:

NIST Security Documentation Framework

Splunk Security Operations Guide

HEE #105

A cybersecurity engineer notices a delay in retrieving indexed data during a security incident investigation.
The Splunk environment has multiple indexers but only one search head.

‘Which approach can resolve this issue?

A. Increase search head memory allocation.

B. Implement accelerated data models for faster querying.

C. Optimize search queries to use tstats instead of raw searches.
D. Configure a search head cluster to distribute search queries.

Y. C

MY

Why Usetstatsfor Faster Searches?

When a cybersecurity engineer experiences delays in retrieving indexed data, the best way to improve search performance is to
usetstatsinstead of raw searches.

#What iststats?tstatsis a high-performance command that queries data from indexed fields only, rather than scanning raw events. This
makes searches significantly faster and more efficient.

#Why is This the Best Approach?

tstatssearches are 10-100x faster than raw event searches.

It leverages metadata and indexed fields, reducing search load.

It minimizes memory and CPU usage on the search head and indexers.

#Example Use Case#Scenario: The SOC team is investigating failed logins across multiple indexers.#Using a raw search:
index=security sourcetype=auth logs action—failed | stats count by user

#Problem: This query scans millions of raw events, causing slow performance.

#Optimized usingtstats:

| tstats count where index=security sourcetype=auth_logs actior—failed by user

#Advantage: Faster results without scanning raw events.

Why Not the Other Options?

#A. Increase search head memory allocation - May help, but inefficient queries will still slow down searches.

#C. Configure a search head cluster - A single search head isn't necessarily the problem; improvingsearch performance is more
effective.#D. Implement accelerated data models - Useful for prebuilt dashboards, but won't improve ad-hoc searches.

EE #1006
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