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R #109

Universal Containers (UC) is setting up delegated authentication to allow employees to log in using their corporate credentials. UC's
security team is concerned about the risks of exposing the corporate login service on the internet and has asked that a reliable trust
mechanism be put in place between the login service and Salesforce.

‘What mechanism should an Architect put in place to enable a trusted connection between the login service and Salesforce?

A. Include Client Id andClient Secret in the login header callout.
B. Require the use of Salesforce security tokens on passwords.
C. Enforce nutual authentication between systens using SSL.
D. Set up a proxy service for the login service in the DMZ.

Ef: C

AR :

To enable a trusted connection between the login service and Salesforce, an architect should enforce mutual authentication between
systems using SSL. Mutual authentication, also known as two-way SSL or client certificate authentication, is a process in whichboth
parties in a commumnication exchange certificates to verify their identities7. This mechanism ensures that only authorized systems can
access each other's resources and prevents unauthorized access or spoofing attacks8. To use mutual authentication with delegated
authentication, you need to do the following steps9:

* Generate a self-signed certificate in Salesforce and download it.

* Tmport the certificate into your login service's truststore.

* Configure your login service to require client certificates for incoming requests.

* Generate a certificate for your login service and export it.

* Tmport the certificate into Salesforce's certificate and key management tool.

* Enable mutual authentication for your login service's endpoint URL in Salesforce.

References:

Mutual Authentication

Mutual Authentication Overview

Set Up Mutual Authentication

HA #110
How should an Architect automatically redirect users to the login page of the external Identity provider when using an SP-Initiated
SAML flow with Salesforce as a Service Provider?

A. Enable the Redirect to the Identity Provider setting under Authentication Services on the My domain Configuration.

B. Use visualforce as the landing page for My Domain to redirect users to the Identity Provider login Page.

C. Set the Identity Provider as default and enable the Redirect to the Identity Provider setting on the SAML Configuration.
D. Remove the Login page from the list of Authentication Services on the My Domain configuration.

Ef#: D
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Universal Containers (UC) operates in Asia, Europe and North America regions. There is one Salesforce org for each region. UC is
implementing Customer 360 in Salesforce and has procured External Identity and Customer Community licenses in all orgs.
Custorrers of UC use Community to track orders and create inquiries. Custorrers also tend to move across regions frequently.
‘What should an identity architect recommend to optimize license usage and reduce maintenance overhead?

e A Merge three orgs into one instance of Salesforce. This will no longer require maintaming three separate copies of the same
custorrer.

¢ B. Enable Contactless User in all orgs and downgrade users from Experience Cloud license to External Identity license once
users have moved out of that region.

e (. Contacts are required since Community access needs to be enabled. Maintenance is a necessary overhead that must be
handled via data integration.

¢ D. Delete contact/ account records and deactivate user if user moves froma specific region; Sync will no longer be required.
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HE #112
A service provider (SP) supports both Security Assertion Markup Language (SAML) and OpenID Connect (OIDC).
When integrating this SP with Salesforce, which use case is the determining factor when choosing OIDC or SAML?

e A OIDC is more secure than SAML and therefore is the obvious choice.

¢ B. Ifthe user has a session on Salesforce, you do not want them to be prompted for a username and password when they
login to the SP.

¢ (. They are equivalent protocols and there is no real reason to choose one over the other.

e D. The SP needs to perform API calls back to Salesforce on behalf of the user after the user logs in to the service provider.

Ef#: D

A -

Explanation

When integrating a SP that supports both SAML and OIDC with Salesforce, the use case that is the determining factor when
choosing OIDC or SAML is whether the SP needs to perform API calls back to Salesforce on behalf of the user after the user logs
in to the service provider. OIDC is a protocol that allows users to authorize an external application to access Salesforce resources
on their behalf. OIDC provides an access token that can be used to call Salesforce APIs. SAML is a protocol that allows users to
authenticate and authorize with an external identity provider and access Salesforce resources. SAML does not provide an access
token, but only a session ID that can be used for web-based access. Therefore, if the SP needs to perform API calls back to
Salesforce, OIDC is the preferred choice over SAML. References: OpenlD Comnect, SAML, Authorize Apps with OAuth

R #113

Universal Containers (UC) is planning to deploy a custommobile app that will allow users to get e-signatures fromits customers on
their mobile devices. The mobile app connects to Salesforce to upload the e-signature as a file attachment and uses O Auth protocol
for both authentication and authorization. What is the most recommended and secure OAuth scope setting that an Architect should
recommend?

A. Custom permissions
B. Web
C.1d

D. Api
Eff: A

fiR .-

Explanation

The most recommended and secure OAuth scope setting for UC's custom mobile app is custom permissions.

Custom permissions are settings that can be used in Apex code or validation rules to check whether a user has access to a custom
feature or functionality. Custom permissions can also be used as OAuth scopes to limit the access of an external application, such as
UC's mobile app, to certain custom features or finctionalities in Salesforce. By configuring custom permissions as OAuth scopes in
the connected app settings, UC can restrict the mobile app access to only the e-signature feature and protect against unauthorized or
EXCessive access.

The other options are not recommended or secure OAuth scope settings for UC's custom mobile app. Id is an OAuth scope that
allows the mobile app to access basic information about the user and their org, such as name, email, profile picture, and instance
URL. This scope does not provide any access to Salesforce data or features, such as uploading e-signatures. Web is an OAuth
scope that allows the mobile app to access Salesforce data and features through a browser or web-view. This scope provides full
access to Salesforce data and features, which could expose sensitive information or allow unwanted actions. Api is an OAuth scope
that allows the mobile app to make REST or SOAP API calls to Salesforce using the access token. This scope also provides full
access to Salesforce data and features, which could compromise security and compliance.

References: [OAuth Scopes], [Connected Apps], [Custom Permissions]
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