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o Al Network Architecture: This section of the exam measures the skills of Al Infrastructure Architects and
covers the ability to distinguish between Al factory and Al data center architectures. It includes

FrRE 1 understanding how Ethernet and InfiniBand differ in performance and application, and identifying the right

storage options based on speed, scalability, and cost to fit Al networking needs.

¢ InfiniBand Configuration, Optimization, Security, and Troubleshooting: This section of the exam measures
the skills of Data Center Network Admmnistrators and covers the configuration and operational

FEE maintenance of NVIDIA InfiniBand switches. It includes setting up InfiniBand fabrics for multi-tenant

environments, managing subnet configurations, testing connectivity, and using UFM to troubleshoot and

analyze issues. It also focuses on validating rail-optimized topologies for optimal network performance.

¢ Spectrum X Configuration, Optimization, Security, and Troubleshooting: This section of the exam
measures the skills of Network Performance Engineers and covers configuring, managing, and securing
13 NVIDIA Spectrum-X switches. It includes setting performance baselines, resolving performance issues,
and using diagnostic tools such as CloudAl benchmark, NCCL, and NetQ. It also emphasizes leveraging
DPUs for network acceleration and using monitoring tools like Grafana and SNMP for telemetry analysis.
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‘When upgrading Cumulus Linux to a new version, which configuration files should be migrated from the old installation? Pick the 2
correct responses below.

A. All files in /etc

B. All files in /etc/network

C. All files in /etc/mix

D. All files in /etc/cumulus/acl

EX: BD

R -

Before upgrading Cumulus Linux, it's essential to back up configuration files to a different server.

The /etc directory is the primary location for all configuration data in Cumulus Linux. Specifically, the following files and directories
should be backed up:

/etc/fir/ - Routing application (responsible for BGP and OSPF) /etc/hostname - Configuration file for the hostname of the switch
/etc/network/ etwork configuration files, most notably

/etc/metwork/interfaces and /etc/network /imterfaces.d/

/etc/cumulus/acl ccess control list configurations

Cumulus Linux is a network operating system used on NVIDIA Spectrum switches, including those in the Spectrum+-X platform, to
provide a Linux-based environment for Ethernet networking in Al and HPC data centers. When upgrading Cunmulus Linux to a new
version, it's critical to migrate specific configuration files to preserve network settings and ensure continuity. The question asks for the
two configuration file locations that should be migrated from the old installation during an upgrade. According to NVIDIA's official
Cumulus Linux documentation, the key directories containing configuration files that should be migrated during an upgrade are
Jetc/cumulus/acl (for access control list configurations) and /etc/network (for network interface configurations). These directories
store critical network settings that define the switch's behavior, such as ACL rules and interface settings, which must be preserved to
maintain network functionality after the upgrade.

& #76
When creating a simulation in NVIDIA AIR, what syntax would you use to define a link between port 1 on spine-01 and port 41 on
gpu-leaf-01?

A. "spine-01""eth1" - "gpu-leat-01""eth41"

B. "spine-01"*swp01" - *gpu-leaf-01""swp4 1"
C. "spine-01 'ethl" to "gpu-leaf-01""ethd1"

D. "spine-01""swp1" to "gpu-leaf-01""swp41"

E%: B

fRRERR A «

NVIDIA AIR (Al-Ready Infrastructure) is a cloud-based simulation platform designed to model and validate data center network
deployments, including Spectrum-X Ethernet networks, using realistic topologies and configurations. When creating a custom
topology in NVIDIA AIR, users can define network links between devices (e.g,, spine and leaf switches) using a DOT file format,
which is based on the Graphviz graph visualization software. The question asks for the correct syntax to define a link between port 1
on a spine switch (spine-01) and port 41 on a leaf switch (gpu-leaf-01) in a NVIDIA AIR simulation.

According to NVIDIA's official NVIDIA AIR documentation, the DOT file format is used to specify network topologies, including
nodes (devices) and links (connections between ports). The syntax for defining a link in a DOT file uses a double dash (--) to
indicate a connection between two ports, with each port specified in the format "<node>""<port>". For Spectrum-X networks,
which typically use Cumulus Linux or SONiIC on NVIDIA Spectrum switches, ports are commonly labeled as swpX (switch port
X) rather than ethX (Ethernet interface), especially for switch-to- switch connections in a leaf-spine topology. The correct syntax for
the link between port 1 on spine-01 and port 41 on gpu-leaf-01 is:

"spine-01""swp01" -- "gpu-leaf-01""swp41"

This syntax uses swp01 and swp41 to denote switch ports, consistent with Cumulus Linux conventions, and the double dash (--) to
indicate the link, as required by the DOT file format.
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A cloud service provider is deploying the NVIDIA Spectrum+X Ethernet platform in a multi-tenant environment. To ensure the
security and isolation of each tenant's Al workload, the provider wants to implement a feature that prevents unauthorized access to
the network. Which of the following features of the Spectrum-X platform should the provider implement?



A. Traffic Isolation

B. Streaming Telemetry
C. Adaptive Routing
D. Congestion Control

BER: A

i RE R -

In multi-tenant Al cloud environments, ensuring that each tenant's workloads are isolated and secure is paramount. The NVIDIA
Spectrum-X platform addresses this need through its Traffic Isolation capabilities. This feature ensures that network resources are
partitioned effectively, preventing unauthorized access and interference between tenants. By implementing Traffic Isolation, the
provider can maintain strict boundaries between different tenant environments, ensuring both security and performance consistency.

i =8 #78

You are tasked with configuring multi-tenancy using partition key (PKey) for a high-performance storage fabric running on
InfiniBand. Each tenant's GPU server is allowed to access the shared storage system but cannot communicate with another tenant's
GPU server.

Which of'the following partition key membership configurations would you implement to set up multi- tenancy in this environment?

A. Assign limited membership PKey to the shared storage system and full membership PKey to each tenant's GPU servers.
B. Assign full membership to both GPU servers and storage system

C. Assign full membership PKey to the shared storage system and limited membership PKey to each tenant's GPU servers.
D. Assign limited membership to both GPU servers and storage system

EX: C

BB -

To enforce strictmulti-tenancy, where:

* Tenant A's GPUcannot talk toTenant B's GPU

* But both can accessshared storage

The correct solution is:

* Storage system# Full PKey membership

* Each tenant's GPU # Limited PKey membership

From theNVIDIA InfiniBand P_Key Partitioning Guide:

"A port with limited membership can only communicate with full members of the same PKey. It cannot commumicate with other
limited members, even within the same partition." This isolates tenantsfrom each other, while allowingshared access to storage.
Incorrect Options:

* Apermits tenant-to-tenant communication.

* Bisolates everything, including access to storage.

* Cprevents GPU access to storage.

Reference: NVIDIA InfiniBand - Multi- Tenant PKey Partitioning Design

PR #79

You are using NVIDIA Air to simulate a Spectrum-X network for Al workloads. You want to ensure that your network
configurations are optimal before deployment.

‘Which NVIDIA tool can be integrated with Air to validate network configurations in the digital twin environment?

A. DOCA

B. GPU Cloud

C. NetQ

D. SpectrumX Manager

BR: C

fE R A -

NVIDIA NetQ is a highly scalable network operations toolset that provides visibility, troubleshooting, and validation of networks in
real-time. It delivers actionable insights and operational intelligence about the health of data center networks-from the container or
host all the way to the switch and port-enabling a NetDevOps approach.

NetQ can be used as the functional test platform for the network CI/CD in conjunction with NVIDIA Atr.



Customers benefit from testing the new configuration with NetQ in the NVIDIA Air environment ("digital twin'") and fix errors before
deploying to their production.
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