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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q151-Q156):
NEW QUESTION # 151 
A company has two AWS accounts one for Production and one for Connectivity. A network engineer needs to connect the
Production account VPC to a transit gateway in the Connectivity account. The feature to auto accept shared attachments is not
enabled on the transit gateway.
Which set of steps should the network engineer follow in each AWS account to meet these requirements?

A. 1. In the Production account: Create a resource share in AWS Resource Access Manager for the VPC subnets. Provide
the Connectivity account ID. Enable the feature to allow external accounts.
2. In the Connectivity account: Accept the resource.
3. In the Production account: Create an attachment on the transit gateway to the VPC subnets.
4. In the Connectivity account: Accept the attachment. Associate a route table with the attachment.
B. 1. In the Production account: Create a resource share in AWS Resource Access Manager for the transit gateway. Provide
the Connectivity account ID. Enable the feature to allow external accounts
2. In the Connectivity account: Accept the resource.
3. In the Connectivity account: Create an attachment to the VPC subnets.
4. In the Production account: Accept the attachment. Associate a route table with the attachment.
C. 1. In the Connectivity account: Create a resource share in AWS Resource Access Manager for the transit gateway.
Provide the Production account ID Enable the feature to allow external accounts.
2. In the Production account: Accept the resource.
3. In the Production account: Create an attachment to the VPC subnets.
4. In the Connectivity account: Accept the attachment. Associate a route table with the attachment.
D. 1. In the Connectivity account: Create a resource share in AWS Resource Access Manager for the VPC subnets. Provide
the Production account ID. Enable the feature to allow external accounts.
2. In the Production account: Accept the resource.
3. In the Connectivity account: Create an attachment on the transit gateway to the VPC subnets.
4. In the Production account: Accept the attachment. Associate a route table with the attachment.

Answer: B

Explanation:
step 1: In the Production account, create a resource share in AWS Resource Access Manager for the transit gateway and provide
the Connectivity account ID. Enabling the feature to allow external accounts is also required to share resources between accounts.
Step 2: In the Connectivity account, accept the shared resource. This action will allow the Production account to use the transit
gateway in the Connectivity account. Step 3: In the Connectivity account, create an attachment to the VPC subnets. This attachment
will enable communication between the VPC in the Production account and the transit gateway in the Connectivity account. Step 4:
In the Production account, accept the attachment and associate a route table with the attachment. This will enable the VPC to route
traffic through the transit gateway to other resources in the Connectivity account.

NEW QUESTION # 152 
A network engineer must provide additional safeguards to protect encrypted data at Application Load Balancers (ALBs) through
the use of a unique random session key. What should the network engineer do to meet this requirement?

A. Associate an AWS WAF web ACL with the ALBs. and create a security rule to enforce forward secrecy (FS)
B. Use AWS Key Management Service (AWS KMS) to encrypt session keys
C. Change the ALB security policy to a policy that supports TLS 1.2 protocol only
D. Change the ALB security policy to a policy that supports forward secrecy (FS)

Answer: D

Explanation:
Perfect Forward Secrecy is a feature that provides additional safeguards against the eavesdropping of encrypted data, through the
use of a unique random session key. This prevents the decoding of captured data, even if the secret long-term key is compromised.
https://aws.amazon.com/about-aws/whats-new/2014/02/19/elastic-load-balancing-perfect- forward-secrecy-and-more-new-
security-features/
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https://aws.amazon.com/about-aws/whats-new/2018/06/application-load-balancer-adds-new- security-policies-including-policy-
for-forward-secrecy/

NEW QUESTION # 153 
A Network Engineer needs to create a public virtual interface on the company's AWS Direct Connect connection and only import
routes which originated from the same region as the Direct Connect location.
What action should accomplish this?
Response:

A. Configure a prefix list on the customer router containing the AWS IP address ranges for the specific region.
B. Configure a filter on the company's router to only import routes without a BGP community attribute and a maximum path
length of 3
C. Configure a filter on the company's router to only import routes with the 7224:8100 BGP community attribute
D. Configure a filter in the console and only allow routes advertised by AWS without a BGP community attribute and a
maximum path length of 3

Answer: C

NEW QUESTION # 154 
AnyCompany has acquired Example Corp. AnyCompany's infrastructure is all on premises, and Example Corp's infrastructure is
completely in the AWS Cloud. The companies are using AWS Direct Connect with AWS Transit Gateway to establish connectivity
between each other.
Example Corp has deployed a new application across two Availability Zones in a VPC with no internet gateway. The CIDR range
for the VPC is 10.0.0.0/16. Example Corp needs to access an application that is deployed on premises by AnyCompany. Because
of compliance requirements, Example Corp must access the application through a limited contiguous block of approved IP
addresses (10.1.0.0/24).
A network engineer needs to implement a highly available solution to achieve this goal. The network engineer starts by updating the
VPC to add a new CIDR range of
10.1.0.0/24.
What should the network engineer do next to meet the requirements?

A. In the VPC, create a subnet that uses the allowed IP address range. Create a private NAT gateway in the new subnet.
Update the route tables that are associated with other subnets to route application traffic to the private NAT gateway. Add a
route to the route table that is associated with the subnet of the private NAT gateway to send traffic destined for the
application to the transit gateway.
B. In each Availability Zone in the VPC, create a subnet that uses part of the allowed IP address range. Create a private
NAT gateway in each of the new subnets. Update the route tables that are associated with other subnets to route application
traffic to the private NAT gateway in the corresponding Availability Zone. Add a route to the route table that is associated
with the subnets of the private NAT gateways to send traffic destined for the application to the transit gateway.
C. In each Availability Zone in the VPC, create a subnet that uses part of the allowed IP address range. Create a public NAT
Sateway in each of the new subnets. Update the route tables that are associated with other subnets to route application traffic
to the public NAT gateway in the corresponding Availability Zone. Add a route to the route table that is associated with the
subnets of the public NAT gateways to send traffic destined for the application to the transit gateway.
D. In the VPC, create a subnet that uses the allowed IP address range. Create a public NAT gateway in the new subnet.
Update the route tables that are associated with other subnets to route application traffic to the public NAT gateway. Add a
route to the route table that is associated with the subnet of the public NAT gateway to send traffic destined for the
application to the transit gateway.

Answer: B

Explanation:
The correct answer is B. In each Availability Zone in the VPC, create a subnet that uses part of the allowed IP address range.
Create a private NAT gateway in each of the new subnets. Update the route tables that are associated with other subnets to route
application traffic to the private NAT gateway in the corresponding Availability Zone. Add a route to the route table that is
associated with the subnets of the private NAT gateways to send traffic destined for the application to the transit gateway.
This solution meets the requirements because:
* It uses a private NAT gateway, which can route traffic to other VPCs or on-premises networks through a transit gateway or a
virtual private gateway1.
* It creates a subnet in each Availability Zone that uses part of the approved IP address range, which ensures high availability and



compliance.
* It updates the route tables to send traffic from the other subnets to the private NAT gateway in the same Availability Zone, which
reduces latency and improves performance.
* It adds a route to the route table of the private NAT gateway subnets to send traffic destined for the application to the transit
gateway, which enables connectivity to the on-premises network.
The other options are incorrect because:
* Option A uses a public NAT gateway, which is not necessary for connecting to other VPCs or on-premises networks. A public
NAT gateway also requires an elastic IP address, which is not part of the approved IP address range.
* Option C creates only one subnet and one private NAT gateway, which does not provide high availability across multiple
Availability Zones.
* Option D uses a public NAT gateway, which is not necessary for connecting to other VPCs or on-premises networks. A public
NAT gateway also requires an elastic IP address, which is not part of the approved IP address range. Additionally, option D creates
only one subnet and one public NAT gateway, which does not provide high availability across multiple Availability Zones.

NEW QUESTION # 155 
You use a VPN to extend your corporate network into a VPC. Instances in the VPC are able to resolve resource records in an
Amazon Route 53 private hosted zone. Your on-premises DNS server is configured with a forwarder to the VPC DNS server IP
address. On-premises users are unable to resolve names in the private hosted zone, although instances in a peered VPC can.
What should you do to provide on-premises users with access to the private hosted zone?

A. Update the on-premises forwarders with the four name servers assigned to the private hosted zone.
B. Modify the network access control list on the VPC to allow DNS queries from on-premises systems.
C. Configure the on-premises server as a secondary DNS for the private zone. Update the NS records.
D. Create a proxy resolver within the VPC. Point the on-premises forwarder to the proxy resolver.

Answer: D

Explanation:
Here is a link that provides some detailed explanations on resolving DNS queries between VPCs and your network:
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html Note that proxy resolver simply passes all requests to
upstream DNS server and returns response.

NEW QUESTION # 156
......
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