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Universal Containers wants to allow its custommers to log in to its Experience Cloud via a third party authentication provider that
supports only the OAuth protocol.
‘What should an identity architect do to fulfil this requirement?

A. Create a custom external authentication provider.

B. Contact Salesforce Support and enable delegate single sign-on.
C. Configure OpenID Connect authentication provider.

D. Use certificate-based authentication.

EfE: A

TR

When the external identity source supports only OAuth and there is no predefined provider type available in Salesforce, the architect
should use a custom external authentication provider. Prebuilt OpenlD Connect support assumes an OIDC-compliant provider,
which is more specific than raw OAuth. Delegated authentication and certificate-based patterns solve different identity problems and
are not meant to retrofit a nonstandard OAuth provider into Experience Cloud sign-in. The custom provider option exists precisely
for this gap: it lets Salesforce participate in an authentication exchange with an external service that does not fit one of the standard
built-in provider templates. In practice, this gives the architect control over how Salesforce obtains and interprets the external identity
information. This is why option C is the best answer in Salesforce terms.

HM #51

Northern Trail Outfitters (NTO) wants its customers to use phone numbers to log in to their new digital portal, which was designed
and built using Salesforce Experience Cloud. In order to access the portal, the user will need to do the following;

1. Enter a phone number and/or email address

2. Enter a verification code that is to be sent via email or text.

What is the recommended approach to fulfill this requirement?

A. Create a Login Discovery page and provide a Login Discovery Handler Apex class.

B. Create a custom login page with an Apex controller. The controller has logic to send and verify the identity.

C. Create an authentication provider and implement a self-registration handler class.

D. Create a custom login flow that uses an Apex controller to verify the phone numbers with the company's verification
service.

EfE: A

fi .-

Explanation

To allow customers to use phone numbers to log in to their new digital portal, the identity architect should create a Login Discovery
page and provide a Login Discovery Handler Apex class. A Login Discovery page is a custom page that allows users to enter their
phone number or email address and receive a verification code via email or text. A Login Discovery Handler is a class that
implements the Auth.LoginDiscoveryHandler interface and defines how to handle the user input and verification code. This approach
can provide a passwordless login experience for the customers. References: Login Discovery, Create a Login Discovery Page

E R #52
Universal containers uses an Employee portal for their employees to collaborate. employees access the portal from their company's
mternal website via SSO. It is set up to work with Active Directory. What is the role of Active Directory in this scenario?

A. Identity store

B. Identity provider

C. Authentication store
D. Service provider

EfE: B

HRE#53

Universal Containers is using OpenlD Connect to enable a connection from their new mobile app to its production Salesforce org.
‘What should be done to enable the retrieval of the access token status for the OpenID Connect connection?



A. Create a custom OAuth scope.

B. Query using OpenID Connect discovery endpoint.

C. Enable cross-origin resource sharing (CORS) for the /services/oauth2/token endpoint.
D. Leverage OpenlD Connect Token Introspection.

Ef#: D

R

Salesforce documents token introspection as the standards-based way to ask the authorization server about the current state of an
OAuth token after it has been issued. That is exactly what this scenario requires: checking whether an OpenID Connect access
token is still active, expired, or revoked. The discovery document only advertises endpoints and capabilities; it does not return
runtime token status for a specific token. Likewise, enabling CORS on the token endpoint affects browser access patterns, not
token validation, and creating a custom scope changes authorization boundaries rather than token-state lookup. In other words,
when the requirenent is "retrieve token status," token introspection is the platform feature designed for that purpose.

This is why option A is the best answer in Salesforce terms.

HMA #54

Universal Containers (UC) wants its closed Won opportunities to be synced to a Data warehouse in near real time.UC has
implemented Outbound Message to enable near real-time data sync. UC wants to ensure that commumnication between Salesforce
and Target System s secure. What certificate is sent along with the Outbound Message?

A. The default client Certificate from the Develop--> API menu.

B. The CA-signed Certificate from the Certificate and Key Management Menu.
C. The default client Certificate or the Certificate and Key Management menu.
D. The Self-signed Certificates from the Certificate & Key Management menu.

Ef#: C

fEE L

The default client certificate or the certificate from the Certificate and Key Management menu is sent along with the outbound
message. When sending outbound messages, Salesforce will present the CA-signed or self- signed certificate configured underSetup
| Security Controls | Certificate and KeyManagement | API Client Certificate1. The default client certificate is a self-signed certificate
that Salesforce generates for you when you enable outbound messages2. You can also create your own self-signed or CA-signed
certificates and upload themto the Certificate and Key Management menu3. The certificate from the Develop | API menu is not
usedfor outbound messages, but for SOAP API clients that need to authenticate with Salesforce4.

References: 1: Know more about all the SSL certificates that are supported by Salesforce 2: Setting Up Outbound Messaging 3:
Create a Self-Signed Certificate 4: [Generate or Regenerate a Client Certificate]
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