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M #296

Eric who is an incident responder is working on developing incident-handling plans and procedures. As part of this process, he is
performing analysis on the organizational network to generate a report and to develop policies based on the acquired results.
Which of the following tools will help him in analyzing network and its related traffic?

A. FaceNiff
B. Burp Suite
C. Whois

D. Wireshark

Ef#E: D

H #297
The message that is received and requires an urgent action and it prompts the recipient to delete certain files or forward it to others is

called:

A. Mail bomb

B. A Virus Hoax
C. Spear Phishing
D. An Adware

M
R

: B

B #298

A US Federal Agency network was the target of a DoS attack that prevented and impaired the normal authorized fimctionality of the
networks. According to agency's reporting timeframe guidelines, this incident should be reported within 2 h of discovery/detection if
the successful attack is still ongoing and the agency is unable to successfully mitigate the activity.

Which incident category of US Federal Agency does this incident belong to?

A CAT1
B.CAT6
C.CAT5S
D. CAT2

IEf#: D

R #299

Joseph is an incident handling and response (IH&R) team lead in Toro Network Solutions Company. As a part of the [H&R
process, Joseph alerted the service providers, developers, and manufacturers about the affected resources. Identify the stage of
IH&R process Joseph is currently in.

A. Eradication
B. Containment
C. Recovery

D. Incident triage

IEf#: B
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A #300
Samreceived an alert through an email monitoring tool indicating that their company was targeted by a phishing attack. After

analyzing the incident, Sam identified that most of the targets of the attack are high-prof le executives of the company.
What type of phishing attack is this?

A. Puddle phishing

B. Pharming
C. Whaling

D. Spear phishing
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