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HM #52
How many element groups are in the "Addressing Risk" CSMS category?

Available Choices (select all choices that are correct)

e AO
e B 1
e C.2
e D3

Ef#: C

-
The "Addressing Risk" CSMS category consists of three element groups: Security Policy, Organization and Awareness; Selected


https://www.passtest.jp/ISA-IEC-62443-mondaishuu.html
https://www.mogiexam.com/ISA-IEC-62443-exam.html
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Security Countermeasures; and Implementation of Security Programl. These element groups cover the aspects of defining the
security objectives, roles and responsibilities, policies and procedures, awareness and training, security countermeasures selection
and implementation, and security program execution and maintenancel. The "Addressing Risk" CSMS category ains to reduce the
security risk to an acceptable level by applying appropriate security measures to the system under consideration (SuC)

1. References: 1: ISA/IEC 62443-2-1: Security for industrial automation and control systems: Establishing an industrial automation
and control systemns security program

HP#53
What is defined as the hardware and software components of an TACS?
Auvailable Choices (select all choices that are correct)

A. Cybersecuritv

B. COTS software and hardware
C. Electronic security

D. Control system

H
R

: D

H #54
What is defined as the hardware and software components of an IACS?
Available Choices (select all choices that are correct)

e A Cybersecuritv

e B. COTS software and hardware
¢ C. Electronic security

e D. Control system

iIFf@E: D

fEEL -

According to the ISA/IEC 62443-1-1 standard, an industrial automation and control system (IACS) is defined as a collection of
personnel, hardware, and software that can affect or influence the safe, secure, and reliable operation of an industrial process. The
hardware and software components of an IACS include the control system, which is the combination of control devices, networks,
and applications that perform the control functions for the industrial process. The control system may consist of various types of
devices, such as distributed control systems (DCS), programmable logic controllers (PLC), supervisory control and data acquisition
(SCADA) systems, human-machine interfaces (HMI), remote terminal units (RTU), intelligent electronic devices (IED), sensors,
actuators, and other field devices. The control system may also use commercial off-the-shelf (COTS) software and hardware, such
as operating systenrs, databases, firewalls, routers, switches, and servers, to support the control finctions and communication.
References:

ISA/IEC 62443-1-122009, Security for industrial automation and control systems - Part 1-1: Termmology, concepts and models,
Clause 3.2.11 ISA/IEC 62443-2-1:22010, Security for industrial automation and control systens - Part 2-1: Establishing an industrial
automation and control systems security program, Clause 3.2.12

B #55
What does IACS stand for?

A. Integrated Automation and Control Systems
B. Industrial Associations and Control Systens
C. International Automated and Control Systems
D. Industrial Automation and Control Systens

IEf#: D

A -

TACS stands for "Industrial Automation and Control Systems." The ISA/IEC 62443 series defines IACS as systens used for
industrial automation, process control, and related functions. These include systenrs such as Distributed Control Systenms (DCS),
SCADA systens, and PLCs. The term enconpasses all electronic systens, networks, and equipment used to automate industrial
processes.



Reference: ISA/IEC 62443-1-1:22007, Section 3.2.1 (Definitions and Abbreviations); Glossary entry for
"TACS."

HH #56

Which is a commonly used protocol for managing secure data transmission on the Internet?
Available Choices (select all choices that are correct)

A. Datagram Transport Layer Security (DTLS)
B. Secure Telnet

C. Microsoft Point-to-Point Encryption

D. Secure Sockets Layer

IEf#: AL D

AR :

Datagram Transport Layer Security (DTLS) and Secure Sockets Layer (SSL) are both commonly used protocols for managing
secure data transmission on the Internet. DTLS is a variant of SSL that is designed to work over datagram protocols such as UDP,
which are used for real-time applications such as voice and video.

SSL is a protocol that provides encryption, authentication, and integrity for data transmitted over TCP, which is used for reliable and
ordered delivery of data. Both DTLS and SSL use certificates and asymmetric cryptography to establish a secure session between
the communicating parties, and then use symmetric cryptography to encrypt the data exchanged. DTLS and SSL are widely used in
web browsers, email clients, VPNs, and other applications that require secure communication over the Internet. References:

* ISA/IEC 62443 Standards to Secure Your Industrial Control System, Module 3: Introduction to Cryptography, pages 3-5 to 3-7
* Using the ISA/IEC 62443 Standards to Secure Your Control System, Chapter 6: Securing Communications, pages 125-126
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