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HMA #91
Which of'the following is a security risk associated with open Wi-Fi networks?
Response:

e A. Mutti-factor authentication
o B. Unauthenticated access

¢ C. Encryption key rotation

¢ D. VLAN segmentation
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‘What methods are used to identify the structure of an unknown network protocol?
(Select two.)
Response:

A. Watching video tutorials

B. Packet inspection

C. Reverse engineering binaries
D. Static code analysis

Eﬁ: B\ C

HM #93
Which field in a NetFlow record can help determine if lateral movement is occurring within a network?
Response:

A. Source and Destmnation Port

B. Destnation IP Address

C. Protocol Type

D. Destination IP Address and Source and Destination Port

Ef#: D

HM #94

Which tools can be used to capture and analyze wireless network traffic?
(Select two.)

Response:

A. Kismet

B. Nmap

C. Netcat

D. Aircrack-ng

IEf#E: AL D

H R #95

A security analyst detects an application sending large volumes of encoded traffic to a remote server over an uncommon port. The
analyst suspects data exfiltration. What should be done next?

Response:

A. Immediately block the port on the firewall

B. Assune the traffic is normal and ignore it

C. Termmate all active network sessions

D. Investigate the encoding scheme used in the traffic
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