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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q208-Q213):
NEW QUESTION # 208 
Darwin is an attacker within an organization and is performing network sniffing by running his system in promiscuous mode. He is
capturing and viewing all the network packets transmitted within the organization. Edwin is an incident handler in the same
organization.
In the above situation, which of the following Nmap commands Edwin must use to detect Darwin's system that is running in
promiscuous mode?

A. nmap -sV -T4 -O -F -version-light
B. nmap --script=sniffer-detect [Target IP Address/Range of IP addresses]
C. nmap -sU -p 500
D. nmap --script host map

Answer: B
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NEW QUESTION # 209 
Matt is an incident handler working for one of the largest social network companies, which was affected by malware. According to
the company's reporting timeframe guidelines, a malware incident should be reported within 1 h of discovery/detection after its
spread across the company. Which category does this incident belong to?

A. CAT 1
B. CAT 2
C. CAT 4
D. CAT 3

Answer: A

Explanation:
In incident response protocols, incidents are categorized based on their severity, impact, and the urgency of the response required.
The categorization helps in prioritizing incident response activities and allocating resources accordingly. A CAT 1 (Category 1)
incident is typically considered the highest priority, involving significant threats that require immediate response. Given the scenario
where a malware incident in one of the largest social network companies must be reported within 1 hour of discovery/detection, this
indicates a high-priority incident due to the potential widespread impact and the need for a rapid response to contain and mitigate the
malware's spread. The urgency of the reporting timeframe suggests that the incident is considered critical, aligning with the
characteristics of a CAT 1 incident, which necessitates immediate action to prevent significant damage or disruption to the
company's operations and services.References:The Incident Handler (ECIH v3) curriculum emphasizes the importance of incident
categorization and the establishment of clear reporting and response protocols based on the severity and urgency of incidents. This
framework enables organizations to respond effectively to incidents like malware attacks by ensuring that high-priority threatsare
quickly identified and addressed.

NEW QUESTION # 210 
Rinni is an incident handler and she is performing memory dump analysis.
Which of following tools she can use in order to perform memory dump analysis?

A. OllyDbg and IDA Pro
B. Scylla and OllyDumpEx
C. iNetSim
D. Procmon and ProcessExplorer

Answer: A

NEW QUESTION # 211 
Which of the following describes the introduction of malicious programs on to a device connected to a campus network (Trojan
horse, email bombs, virus, etc.)?

A. Network access
B. Authorized access
C. Unauthorized access
D. Inappropriate usage

Answer: A

NEW QUESTION # 212 
Who is mainly responsible for providing proper network services and handling network-related incidents in all the cloud service
models?

A. Cloud auditor
B. Cloud service provide
C. Cloud consumer
D. Cloud brokers

Answer: B



NEW QUESTION # 213
......
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