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Operating Cisco Security Core Technologies exam. The 350-701 practice exam allows you to set the number of questions and time
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The most attractive thing about a learning platform is not the size of his question bank, nor the amount of learning resources, but
more importantly, it is necessary to have a good control over the annual propositional trend. The 350-701 quiz guide through
research and analysis of the annual questions, found that there are a lot of hidden rules are worth exploring, plus we have a powerful
team of experts, so the rule can be summed up and use. The Implementing and Operating Cisco Security Core Technologies
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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q249-Q254):
NEW QUESTION # 249 
An engineer recently completed the system setup on a Cisco WSA Which URL information does the system send to SensorBase
Network servers?

A. none because SensorBase Network Participation is disabled by default
B. complete URL,without obfuscating the path segments
C. URL information collected from clients that connect to the Cisco WSA using Cisco AnyConnect
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D. Summarized server-name information and MD5-hashed path information

Answer: D

Explanation:
The Cisco WSA can participate in the Cisco SensorBase Network, which is a threat management database that collects and shares
data from Cisco security products. By participating in the SensorBase Network, the WSA can receive web reputation scores and
URL categories for the requested web content, and also contribute data to improve the accuracy and efficacy of the service. The
data that the WSA sends to the SensorBase Network servers includes information about request attributes and how the appliance
handles requests. However, to protect the privacy and confidentiality of the users and the organization, the WSA does not send the
complete URL, but only the summarized server-name information and the MD5-hashed path information. The MD5 hash is a one-
way encryption algorithm that converts the path information into a fixed- length string that cannot be reversed. This way, the
SensorBase Network can identify the URL without revealing the actual content or parameters of the request. The WSA also does
not send any personal or confidential information such as usernames and passwords, or any information about HTTPS transactions,
except for the IP address, web reputation score, and URL category of the server name in the certificate. The SensorBase Network
Participation is enabled by default, but it can be disabled by the administrator if desired123. References: 3: Web Base Network
Participation (WBNP) and Sender Base Network Participation (SBNP) - Cisco 2: User Guide for AsyncOS 15.0 for Cisco Secure
Web Appliance - GD (General Deployment) - Introduction 1: User Guide for AsyncOS 12.0 for Cisco Web Security Appliances -
GD (General Deployment) - Introduction

NEW QUESTION # 250 
What is the purpose of the My Devices Portal in a Cisco ISE environment?

A. to provision userless and agentless systems
B. to request a newly provisioned mobile device
C. to manage and deploy antivirus definitions and patches on systems owned by the end user
D. to register new laptops and mobile devices

Answer: D

Explanation:
Explanation:
Depending on your company policy, you might be able to use your mobile phones, tablets, printers, Internet radios, and other
network devices on your company's network. You can use the My Devices portal to register and manage these devices on your
company's network.
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/mydevices/b_mydevices_2x.html

NEW QUESTION # 251 
Client workstations are experiencing extremely poor response time. An engineer suspects that an attacker is eavesdropping and
making independent connections while relaying messages between victims to make them think they are talking to each other over a
private connection. Which feature must be enabled and configured to provide relief from this type of attack?

A. Reverse ARP
B. Dynamic ARP Inspection
C. Link Aggregation
D. private VLANs

Answer: B

Explanation:
Dynamic ARP Inspection (DAI) is a security feature that protects ARP (Address Resolution Protocol) from an attack like ARP
poisoning. ARP poisoning is a technique where an attacker sends forged ARP responses to trick hosts into associating IP addresses
with the attacker's MAC address. This allows the attacker to intercept, modify, or drop traffic between the victims, creating a "man-
in-the-middle" scenario. DAI can prevent this attack by validating ARP packets on untrusted interfaces, using information from the
DHCP snooping database and/or an ARP access-list. If the ARP packet contains invalid MAC address to IP address bindings, it
will be dropped and logged. DAI can also rate-limit ARP packets to mitigate ARP flooding attacks. DAI is configured on a per-
VLAN basis and requires DHCP snooping to be enabled on the same VLANs. References := Some possible references are:
* Implementing and Operating Cisco Security Core Technologies (SCOR) v1.0, Module 2: Network Security, Lesson 2.4:
Implement Layer 2 Security



* Understanding and Configuring Dynamic ARP Inspection
* DAI (Dynamic ARP Inspection)

NEW QUESTION # 252 
In which form of attack is alternate encoding, such as hexadecimal representation, most often observed?

A. Smurf
B. cross-site scripting
C. distributed denial of service
D. rootkit exploit

Answer: B

Explanation:
Explanation
Cross site scripting (also known as XSS) occurs when a web application gathers malicious data from a user. The data is usually
gathered in the form of a hyperlink which contains malicious content within it. The user will most likely click on this link from another
website, instant message, or simply just reading a web board or email message.
Usually the attacker will encode the malicious portion of the link to the site in HEX (or other encoding methods) so the request is less
suspicious looking to the user when clicked on.
For example the code below is written in hex: <a
href=javascript:alert&#
x28'XSS')>Click Here</a>
is equivalent to:
<a href=javascript:alert('XSS')>Click Here</a>
Note: In the format "&#xhhhh", hhhh is the code point in hexadecimal form.

NEW QUESTION # 253 
What is a description of microsegmentation?

A. Environments deploy centrally managed host-based firewall rules on each server or container
B. Environments deploy a container orchestration platform, such as Kubernetes, to manage the application delivery
C. Environments implement private VLAN segmentation to group servers with similar applications.
D. Environments apply a zero-trust model and specify how applications on different servers or containers can communicate

Answer: D

Explanation:
Microsegmentation is a network security technique that enables security architects to logically divide the data center or cloud
environment into distinct security segments down to the individual workload level, and then define security controls and deliver
services for each unique segment. Microsegmentation software with network virtualization technology is used to create zones in
cloud deployments. These granular secure zones isolate workloads, securing them individually with custom, workload-specific
policies. Microsegmentation uses a zero-trust model, which means that no traffic is allowed by default, and only explicitly authorized
traffic is permitted based on the principle of least privilege. Microsegmentation helps to reduce the attack surface, prevent the lateral
movement of threats, and strengthen regulatory compliance. The other options are incorrect because they do not describe
microsegmentation accurately. Option B is incorrect because container orchestration platforms, such as Kubernetes, are used to
automate the deployment, scaling, and management of containerized applications, but they do not provide microsegmentation by
themselves. Option C is incorrect because private VLAN segmentation is a network security technique that isolates hosts within the
same VLAN, but it does not provide granular security controls at the workload level. Option D is incorrect because host-based
firewall rules are one of the components of microsegmentation, but they are not sufficient to implement microsegmentation without
network virtualization and policy automation. References : What Is Microsegmentation? - Palo Alto Networks, What Is Micro-
Segmentation? - Cisco, What is Micro- Segmentation? | VMware Glossary
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