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‘What 802,11 WLAN security probilem is derectly addressed by mutual authentication?
A Wireless hijacking attacks

B, Weak pasrword policies

€. MAL spoofing

0. Disasseclation attacks

E. Dfflime dictionary Miacks

F. Weak Initialiration Vectors

Answer: A |

ABC Company uses the wireless network for highly senstive netweri traffic, For that reason, they intend
e protect their metwosk im ol possible ways. They are cantinually researching new neteark theeas and
miew preventative measures. Thiy are interested In the security benefits of 802, 1 1w, but would like to
knaw its limitatsons,

‘Wihat types of wireless attacks are prodected by 8021 1w? [Choose 2)

A RF DoS attacks

B. Lager ? Dizsssociation attacks

€, Robust Management frame replay attacis

[ Socisl engineering Jtacks

‘Answer: B, C |
Question: 5

You are configuring seven APs to prevent common secunity attacies. The APz ane to be installed Bn a small
B 3nd D0 Feduce CO8TE, This Com pady dedided to install all condumer-grade wineless nouters, The
wiireless routers will connect o 3 ywilch, which connects dinectly to the Infesnet connection providing
50 bivibps of Inteenet bandwidth that will be shared among 53 wireless cisnts ard 17 wired clionts,

To ensure the wireless netwark is as secure as possible fram comman attacks, what security measure
can you implement given only the hardware referenced?

A WRA-Enterprise

B, BOZ2 LX/EAR-FEAR

C.OWPAZ-Emerprise

D WPAZ-Personal
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CWNP Certified Wireless Security Professional (CWSP) Sample Questions
(Q12-Q17):

NEW QUESTION # 12
When used as part of a WLAN authentication solution, what is the role of LDAP?

A. A data retrieval protocol used by an authentication service such as RADIUS

B. An Authentication Server (AS) that communicates directly with, and provides authentication for, the Supplicant.
C. AnIEEE X.500 standard compliant database that participates in the 802.1X port-based access control process
D. A role-based access control protocol for filtering data to/from authenticated stations.

E. A SQL compliant authentication service capable of dynamic key generation and distribution

Answer: A

Explanation:

LDAP (Lightweight Directory Access Protocol) is used to query and retrieve user credential information froma directory service
(like Microsoft Active Directory).

It's not an authentication protocol itself but is used by services like RADIUS to validate user credentials during the EAP
authentication process.

Incorrect:

B). LDAP is not directly conpliant with X.500-it uses a simplified subset.

C). LDAP is not a SQL~compliant protocol.

D). LDAP is not a role-based access control mechanism.

E). LDAP is not an Authentication Server by itself.

References:

CWSP-208 Study Guide, Chapter 4 (LDAP Integration with RADIUS)

CWNP AAA Architecture Overview

NEW QUESTION # 13
The IEEE 802.11 Pairwise Transient Key (PTK) is derived from what cryptographic element?

A. Group Master Key (GMK)

B. Group Temporal Key (GTK)
C. Pairwise Master Key (PMK)
D. Phase Shift Key (PSK)

E. PeerKey (PK)

F. Key Confirmation Key (KCK)

Answer: C

Explanation:

The PTK (Pairwise Transient Key) is derived during the 4-Way Handshake using;
PMK (from PSK or EAP authentication)

ANonce and SNonce (nonces from authenticator and supplicant)

MAC addresses of client and AP

The PTK is then split into keys used for encryption and integrity protection.
Incorrect:

A). PSK can derive the PMK, but not the PTK directly.

B). GMK is used to derive the GTK, not PTK.

D). GTK s for group traffic encryption.

E & F. PK and KCK are components of PTK or alternate key usage-not used to derive PTK.
References:

CWSP-208 Study Guide, Chapter 3 (PTK Derivation and Usage)

IEEE 802.11i-2004 Key Hierarchy

NEW QUESTION # 14
When using a tunneled EAP type, such as PEAP, what component is protected inside the TLS tunnel so that it is not sent in clear
text across the wireless medium?



A. X.509 certificates

B. User credentials

C. RADIUS shared secret
D. Server credentials

Answer: B

Explanation:

In tunneled EAP types (e.g., PEAP, EAP-TTLS):

A secure TLS tunnel is first established using the server's certificate.

Then, user credentials (e.g., username/password) are sent through the encrypted tunnel to ensure confidentiality.
Incorrect:

A). Certificates are exchanged during tunnel establishment, not protected within it.

O). Server credentials are used to establish the tunnel, not protected inside it.

D). The RADIUS shared secret secures comnmumnication between AP/controller and RADIUS server-not sent via the tunnel.
References:

CWSP-208 Study Guide, Chapter 4 (Tunneled EAP Methods)

IEEE 802.1X and EAP Specifications

NEW QUESTION # 15

Given: XYZ Hospital plans to improve the security and performance of their Voice over Wi-Fi implementation and will be upgrading
to 802.11n phones with 802.1X/EAP authentication. XYZ would like to support fast secure roaming for the phones and will require
the ability to troubleshoot reassociations that are delayed or dropped during inter-channel roaming,

What portable solution would be recommended for XYZ to troubleshoot roaming problens?

A. WIPS sensor software installed on a laptop computer

B. Spectrum analyzer software installed on a laptop computer

C. An autonomous AP mounted on a mobile cart and configured to operate in monitor mode
D. Laptop-based protocol analyzer with multiple 802.11n adapters

Answer: D

Explanation:

For troubleshooting fast roaming (e.g. 802.11r) across channels, a portable protocol analyzer with dual- or multi-band 802.11n
adapters enables:

Simultaneous packet capture on different channels

Capturing handof-related frames and timing analysis in roaming scenarios This setup allows detailed capture of reassociation,
authentication, and 4- Way Handshake processes, essential for diagnosing roaming delays.

Other options (WIPS, spectrum analyzer, autonomous AP) do not support detailed 802.11 frame capture across muiltiple channels
during roaming events.

References:

CWSP#207 Study Guide, Chapter 6 (Roaming Troubleshooting)

NEW QUESTION # 16
A WLAN is implemented using WPA-Personal and MAC filtering.
To what common wireless network attacks is this network potentially vulnerable? (Choose 3)

A. MAC Spoofing

B. DoS

C. Offline dictionary attacks
D. ASLEAP

Answer: A,B,C

Explanation:

This network uses WPA-Personal (Pre-Shared Key) and MAC filtering. While it does offer some basic protections, it is still
vulnerable to several well-known attack vectors:

A). Offline dictionary attacks: An attacker can capture the 4-way handshake and perform offline dictionary or brute-force attacks to
guess the PSK.



B). MAC Spoofing: Since MAC filtering is based on easily observed MAC addresses, attackers can spoof an authorized MAC
address.

D). DoS: Attacks such as deauthentication floods or RF jamming can deny users access without needing to break encryption.
Incorrect:

C). ASLEAP: This is specific to LEAP (a weak EAP type), which is not used in WP A-Personal.

References:

CWSP-208 Study Guide, Chapter 5 (Threats and Attacks)

CWNP Exam Objectives: WLAN Authentication and Encryption

CWNP Whitepaper on WPA/WPA2 vulnerabilities

NEW QUESTION # 17
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