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The ECIH V2 certification is an important credential for IT security professionals who are involved in incident handling and response.
EC Council Certified Incident Handler (ECIH v3) certification demonstrates that the candidate has the knowledge, skills, and
abilities to effectively manage and respond to security incidents. It also provides employers with a way to evaluate the skills of their
IT security staff; and to ensure that they have the necessary expertise to protect their organization's critical assets.

EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q131-Q136):

NEW QUESTION # 131
SevTech detected malicious code injected into its client data protection module, with indicators of a nation- state actor. In this high-
pressure scenario, what should be SevTech's primary course of action?

A. Notify all clients and suggest immediate disconnection.

B. Immediately patch the discovered vulnerability and roll out updates without informing clients.
C. Execute a counter-hack to identify the attacker.

D. Coordinate discreetly with governmental cyber units to gather intelligence.

Answer: B

Explanation:

According to the ECIH Risk Assessment and Recovery module, neutralizing the vulnerability is the top priority during active
exploitation, even in nation-state scenarios.

Option C is correct because immediately patching and deploying updates removes the attacker's access vector and prevents further
compromise. ECIH discourages counter-hacking and premature disclosure without contamnment.

Options A and B may follow after stabilization. Option D is illegal and prohibited.

Therefore, rapid patching is the correct primary action.

NEW QUESTION # 132
Which of the following best describes an email issued as an attack medium, in which several messages are sent to a mailbox to cause
overflow?

A. Email-bormbing
B. Masquerading
C. Smurfattack
D. Spoofing

Answer: A

Explanation:

Email-bombing refers to the attack where the attacker sends a massive volume of emails to a specific email address or mail server in
order to overflow the mailbox or overwhelm the server, potentially causing it to fail or deny service to legitimate users. This attack
can disrupt communications and, in some cases, lead to the targeted email account being disabled. Masquerading nvolves
pretending to be another legitimate user, spoofing is the creation of emails (or other communications) with a forged sender address,
and a smurfattack is a specific type of Distributed Denial of Service (DDoS) attack that exploits Internet Protocol (IP) and Internet
Control Message Protocol (ICMP) to flood a target with traffic. Email-bombing specifically targets email services with the goal of
causing disruption by overflowing inboxes.References:ECIH v3 courses and study guides often include discussions on various attack
vectors used by cybercriminals, including email-based threats and their impact on organizational security.

NEW QUESTION # 133
Which of the following is not a countermeasure to eradicate inappropriate usage incidents?

A. Always store the sensitive data in far located servers and restrict its access

B. Install firewall and IDS/IPS to block services that violate the organization's policy
C. Register the user activity logs and keep monitoring them regularty

D. Avoid VPN and other secure network channels

Answer: D

Explanation:



Avoiding VPN (Virtual Private Network) and other secure network channels is not a countermeasure to eradicate inappropriate
usage incidents. On the contrary, using VPNs and secure network channels is a best practice for enhancing security, as these
technologies help protect data in transit, ensuring that it is encrypted and less susceptible to interception or eavesdropping.
Countermeasures for inappropriate usage typically involve enhancing security and monitoring, not reducing the security of
communications.

NEW QUESTION # 134
‘Which of the following may be considered as insider threat(s):

A. An enployee having no clashes with supervisors and coworkers

B. An employee with an insignificant technical literacy and business process knowledge
C. An enployee who gets an annual 7% salary raise

D. Disgruntled system administrators

Answer: D

NEW QUESTION # 135

The service organization that provides 24x7 computer security incident response services to any user, company, government agency,

or organization is known as:

A. Security Operations Center SOC

B. Computer Security Incident Response Team CSIRT
C. Vulnerability Assessor

D. Digital Forensics Examiner

Answer: B

NEW QUESTION # 136
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