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IAPP AIGP Exam Syllabus Topics:

Topic Details

Topic 1

Understanding How Laws, Standards, and Frameworks Apply to AI: This section of the exam measures
skills of compliance officers and covers the application of existing and emerging legal requirements to AI
systems. It explores how data privacy laws, intellectual property, non-discrimination, consumer protection,
and product liability laws impact AI. The domain also examines the main elements of the EU AI Act, such
as risk classification and requirements for different AI risk levels, as well as enforcement mechanisms.
Furthermore, it addresses the key industry standards and frameworks, including OECD principles, NIST
AI Risk Management Framework, and ISO AI standards, guiding organizations in trustworthy and
compliant AI implementation.
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Topic 2

Understanding How to Govern AI Deployment and Use: This section of the exam measures skills of
technology deployment leads and covers the responsibilities associated with selecting, deploying, and using
AI models in a responsible manner. It includes evaluating key factors and risks before deployment,
understanding different model types and deployment options, and ensuring ongoing monitoring and
maintenance. The domain applies to both proprietary and third-party AI models, emphasizing the
importance of transparency, ethical considerations, and continuous oversight throughout the model’s
operational life.

Topic 3

Understanding How to Govern AI Development: This section of the exam measures the skills of AI project
managers and covers the governance responsibilities involved in designing, building, training, testing, and
maintaining AI models. It emphasizes defining the business context, performing impact assessments,
applying relevant laws and best practices, and managing risks during model development. The domain also
includes establishing data governance for training and testing, ensuring data quality and provenance, and
documenting processes for compliance. Additionally, it focuses on preparing models for release,
continuous monitoring, maintenance, incident management, and transparent disclosures to stakeholders.

Topic 4

Understanding the Foundations of AI Governance: This section of the exam measures skills of AI
governance professionals and covers the core concepts of AI governance, including what AI is, why
governance is needed, and the risks and unique characteristics associated with AI. It also addresses the
establishment and communication of organizational expectations for AI governance, such as defining roles,
fostering cross-functional collaboration, and delivering training on AI strategies. Additionally, it focuses on
developing policies and procedures that ensure oversight and accountability throughout the AI lifecycle,
including managing third-party risks and updating privacy and security practices.
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IAPP Certified Artificial Intelligence Governance Professional Sample
Questions (Q95-Q100):
NEW QUESTION # 95 
What is the main purpose of accountability structures under the Govern function of the NIST Al Risk Management Framework?

A. To determine responsibility for allocating budgetary resources.
B. To enable and encourage participation by external stakeholders.
C. To empower and train appropriate cross-functional teams.
D. To establish diverse, equitable and inclusive processes.

Answer: C

Explanation:
The NIST AI Risk Management Framework's Govern function emphasizes the importance of establishing accountability structures
that empower and train cross-functional teams. This is crucial because cross- functional teams bring diverse perspectives and
expertise, which are essential for effective AI governance and risk management. Training these teams ensures that they are well-
equipped to handle their responsibilities and can make informed decisions that align with the organization's AI principles and ethical
standards. Reference:
NIST AI Risk Management Framework documentation, Govern function section.
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NEW QUESTION # 96 
CASE STUDY
A global marketing agency is adapting a large language model ("LLM") to generate content for an upcoming marketing campaign for
a client's new product: a hard hat designed for construction workers of any gender to better protect them from head injuries.
The marketing agency is accessing the LLM through an application programming interface ("API") developed by a third-party
technology company. They want to generate text to be used for targeted advertising communications that highlight the benefits of the
hard hat to potential purchasers. Both the marketing agency and the technology company have taken reasonable steps to address Al
governance.
The marketing company has:
* Entered into a contract with the technology company with suitable representations and warranties.
* Completed an impact assessment on the LLM for this intended use.
* Built technical guidance on how to measure and mitigate bias in the LLM.
* Enabled technical aspects of transparency, explainability, robustness and privacy.
* Followed applicable regulatory requirements.
* Created specific legal statements and disclosures regarding the use of the Al on its client's advertising.
The technology company has:
* Provided guidance and resources to developers to address environmental concerns.
* Build technical guidance on how to measure and mitigate bias in the LLM.
* Provided tools and resources to measure bias specific to the LLM.
* Enabled technical aspects of transparency, explainability, robustness and privacy.
* Mapped and mitigated potential societal harms and large-scale impacts.
* Followed applicable regulatory requirements and industry standards.
* Created specific legal statements and disclosures regarding the LLM. including with respect to IP and rights to data.
The marketing company and its tech provider have taken reasonable steps to govern the AI's use, including legal disclosures, impact
assessments, and bias mitigation. However, the company wants to take one more step to improve governance and reduce risks
related to ongoing oversight and accountability.
While the marketing agency took steps to mitigate its risks, the best additional step would be to:

A. Negotiate an intellectual property indemnity from the technology company
B. Evaluate the use of AI in the marketing industry to identify best practices
C. Establish a governance committee to oversee the project
D. Engage a third party to lead the procurement selection process

Answer: C

Explanation:
The correct answer is D. Forming a dedicated governance committee ensures continuous oversight, role clarity, and accountability
throughout the AI lifecycle.
From the AIGP ILT Guide - Governance Structures:
"Organizations using AI in high-impact scenarios should establish a governance body responsible for oversight of risk, compliance,
and ethical alignment." Also reflected in AI Governance in Practice Report 2024:
"Committees support cross-functional decision-making, provide guidance for updates, and maintain accountability. This is especially
critical for high-stakes applications like marketing to diverse audiences." Options A, B, and C are valid supplementary actions, but D
offers a long-term and systematic governance mechanism.

NEW QUESTION # 97 
Under the NIST Al Risk Management Framework, all of the following are defined as characteristics of trustworthy Al EXCEPT?

A. Explainable and Interpretable.
B. Accountable and Transparent.
C. Tested and Effective.
D. Secure and Resilient.

Answer: A

Explanation:
The NIST AI Risk Management Framework outlines several characteristics of trustworthy AI, including being secure and resilient,
explainable and interpretable, and accountable and transparent. While being tested and effective is important, it is not explicitly listed
as a characteristic of trustworthy AI in the NIST framework.
The focus is more on the system's ability to function safely, securely, and transparently in a way that stakeholders can understand and



trust. Reference: AIGP Body of Knowledge, NIST AI RMF section.

NEW QUESTION # 98 
Scenario:
An enterprise is evaluating multiple third-party generative AI tools to integrate into its platform. As part of its AI governance policy, it
is assessing themost effective methodsto reduce risks related to bias, data misuse, and liability when using third-party solutions.
All of the following are commonly adopted processes and policies in reducing potential risks introduced by third-party AI tools or
applications EXCEPT:

A. Requiring an independent third-party bias audit for third-party generative AI tools
B. Requiring new use cases of the generative AI tools or applications to be reviewed and approved by the generative AI
governance body
C. Allowing publicly available information and personally identifiable information (PII) to be incorporated into the prompt
D. Including clauses in the procurement agreement for buyers of generative AI tools to put certain liabilities on the tool
supplier

Answer: C

Explanation:
The correct answer isB. AllowingPIIto be freely entered into prompts without safeguards is considered amajor privacy and security
riskand is not a responsible governance practice.
From the AIGP ILT Guide - Generative AI & Third-Party Risk Management:
"Use of personal or sensitive information in AI prompts can result in unintended exposure, regulatory breaches, and downstream
liability." The AI Governance in Practice Report2025highlights:
"PII should be minimized or protected by design. Prompt engineering should prevent entry of personally identifiable data unless
legally and technically safeguarded." A, C, and D are established best practices under responsible AI procurement and use.

NEW QUESTION # 99 
The best method to ensure a comprehensive identification of risks for a new AI model is?

A. An environmental scan.
B. Integration testing.
C. An impact assessment.
D. Red teaming.

Answer: C

Explanation:
The most comprehensive way to identify a full range of risks - legal, ethical, operational, and societal - for a new AI model is through
aformal impact assessment, such as aData Protection Impact Assessment (DPIA) orAlgorithmic Impact Assessment.
From theAI Governance in Practice Report2025:
"Risk-based approaches are often distilled into organizational risk management efforts, which put impact assessments at the heart of
deciding whether harm can be reduced." (p. 29)
"DPIAs... help organizations identify, analyze and minimize data-related risks and demonstrate accountability." (p. 30)
* A. Environmental scanis too general.
* B. Red teamingis useful for adversarial risk but not broad.
* C. Integration testingfocuses on technical/system compatibility, not overall risk.

NEW QUESTION # 100
......
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