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Fortinet NSE 8 - Written Exam (NSE8_812) NSE8_812 Prüfungsfragen mit
Lösungen (Q101-Q106):
101. Frage 
Refer to the exhibit.
You are operating an internal network with multiple OSPF routers on the same LAN segment. FGT_3 needs to be added to the
OSPF network and has the configuration shown in the exhibit. FGT_3 is not establishing any OSPF connection.
What needs to be changed to the configuration to make sure FGT_3 will establish OSPF neighbors without affecting the DR/BDR
election?
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A. 
B. 
C. 
D. 

Antwort: C

Begründung:
The OSPF configuration shown in the exhibit is using the default priority value of 1 for the interface port1.
This means that FGT_3 will participate in the DR/BDR election process with the other OSPF routers on the same LAN segment.
However, this is not desirable because FGT_3 is a new device that needs to be added to the OSPF network without affecting the
existing DR/BDR election. Therefore, to make sure FGT_3 will establish OSPF neighbors without affecting the DR/BDR election,
the priority value of the interface port1 should be changed to 0. This will prevent FGT_3 from becoming a DR or BDR and allow it
to form OSPF adjacencies with the current DR and BDR. Option B shows the correct configuration that changes the priority value
to 0. Option A is incorrect because it does not change the priority value. Option C is incorrect because it changes the network type
to point-to-point, which is not suitable for a LAN segment with multiple OSPF routers. Option D is incorrect because it changes the
area ID to 0.0.0.1, which does not match the area ID of the other OSPF routers on the same LAN segment.
References:https://docs.fortinet.com/document/fortigate/7.
0.0/administration-guide/358640/basic-ospf-example

102. Frage 
Refer to the exhibit.
A FortiWeb appliance is configured for load balancing web sessions to internal web servers. The Server Pool is configured as
shown in the exhibit.
How will the sessions be load balanced between server 1 and server 2 during normal operation?

A. Server 1 will receive 20% of the sessions, Server 2 will receive 66.6% of the sessions
B. Server 1 will receive 33.3% of the sessions, Server 2 will receive 66 6% of the sessions
C. Server 1 will receive 0% of the sessions Server 2 will receive 100% of the sessions
D. Server 1 will receive 25% of the sessions, Server 2 will receive 75% of the sessions

Antwort: D

Begründung:
The Server Pool in the exhibit is configured with a weight of 20 for server 1 and a weight of 60 for server 2. This means that server 1
will receive 20% of the sessions and server 2 will receive 75% of the sessions.
The following formula is used to calculate the load balancing between servers in a Server Pool:
weight_of_server_1 / (weight_of_server_1 + weight_of_server_2)
In this case, the formula is:
20 / (20 + 60) = 20 / 80 = 0.25 = 25%
Therefore, server 1 will receive 25% of the sessions and server 2 will receive 75% of the sessions.

103. Frage 
Refer to the exhibit.
The exhibit shows the topology a customer wants to implement using a flexible authentication scheme. Users connecting from trusted
remote locations are authenticated using only their username/password when connecting to the SSLVPN FortiGate in the data
center.
When connecting from the Untrusted Clients, users must authenticate using 2-factor authentication.
In this scenario, which RADIUS attribute can be used as a RADIUS policy selector on the FortiAuthenticator to accomplish this
goal?

A. Tunnel-Client-Auth-Id
B. Login-IP-Host
C. Framed-IP-Address
D. Calling-Station-Id

Antwort: A



104. Frage 
Refer to the exhibits.
During the implementation of a Fortinet Security Fabric configuration, CLI commands were issued in the order shown in the exhibit.
On the next day, the local admin for FGTC issues the following command:
FGTC # config system csf
set configuration-sync default
end
In this scenario, which outcome is true regarding the "subnet_1" firewall address object on FGTC?

A. The object is not automatically created.
B. The object needs to be recreated on FGTA-1 before it is automatically created on FGTC.
C. The object will only be automatically created on FGTC if it is modified on FGTA-1.
D. The object is automatically created.

Antwort: D

105. Frage 
Refer to the exhibit.
You are deploying a FortiGate 6000F. The device should be directly connected to a switch. In the future, a new hardware module
providing higher speed will be installed in the switch, and the connection to the FortiGate must be moved to this higher-speed port.
You must ensure that the initial FortiGate interface connected to the switch does not affect any other port when the new module is
installed and the new port speed is defined.
How should the initial connection be made?

A. Connect the switch on any interface between ports 25 to 28
B. Connect the switch on any interface between ports 21 to 24
C. Connect the switch on any interface between ports 1 to 4
D. Connect the switch on any interface between ports 5 to 8.

Antwort: A

106. Frage
......
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