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B #105
Refer to the exhibit.

Given the exhibit, which two statements about FortiGate FGSP HA cluster behavior are correct? (Choose two.)

e A Cluster members will upgrade one at a time and failover during firmware upgrades.
e B. Session synchronization occurs over Layer 3 by default, and if unavailable it will then try Layer 2.
e C. You can selectively synchronize only specific sessions between FGSP cluster members.
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¢ D. You can run FortiGate Virtual Router Redundancy Protocol (VRRP) high availability in addition to FGSP simultaneously.
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HH #106
You must analyze an event that happened at 20:37 UTC. One log relevant to the event is extracted from FortiGate logs:

The devices and the administrator are all located in different time zones Daylight savings time (DST) is disabled
* The FortiGate is at GMT-1000.

* The FortiAnalyzer is at GMT-0800

* Your browser local time zone is at GMT-03.00

You want to review this log on FortiAnalyzer GUI, what time should you use as a filter?

A. 20:37:08
B. 12.37:08
C. 10:37:08
D. 17:37:08
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To review this log on FortiAnalyzer GUI, the admmistrator should use the time filter that matches the local time zone of
FortiAnalyzer, which is GMT-0800. Since the log was generated at 20:37 UTC (GMT+0000), the corresponding time in GMT-
0800 is 20:37 - 8 hours = 12:37. However, since DST is disabled on FortiAnalyzer, the administrator should add one hour to
account for daylight saving time difference, resulting in 12:37 + 1 hour = 13:37. Therefore, the tinre filter to use is 13:37:08.
References: https:/docs. fortinet.com/document/fortianalyzer/6.4.0/administration- guide/ 1 03664/time- zone-and-daylight-saving-time

R #107

You must configure an environment with dual-homed servers connected to a pair of FortiSwitch units using an MCLAG.
Multicast traffic is expected in this environment, and you should ensure unnecessary traffic is pruned from links that do not have a
nulticast listener.

In which two ways must you configure the igmps-flood-traffic and igmps-flood-report settings? (Choose two.)

e A enable on ICL trunks
e B. disable on ICL trunks
e (. disable on the ISL and FortiLink trunks
e D. enable on the ISL and FortiLink trunks

IEM: B. C

L2

A'is correct because disabling igmps-flood-traffic and igmps-flood-report on ICL trunks prevents unnecessary multicast traffic from
being flooded across the MCLAG cluster members. C is correct because disabling igmps-flood-traffic and igmps-flood-report on
the ISL and FortiLink trunks prevents unnecessary multicast traffic from being flooded to other switches or FortiGates that do not
have multicast listeners. Reference: hitps:/docs. fortinet.com/document/fortiswitches/6.4.0/administration-guide/38 105 7/multicast-
forwarding https:/docs.fortmnet.conYdocument/fortiswitches/6.4.0/admmistration-guide/38 105 7/multicast-
forwarding/381058/configuring-multicast-forwarding

M #108
Review the Application Control log.

‘Which configuration caused the IPS engine to generate this log?
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B #109
Refer to the exhibit.

Given the exhibit, which two statements about FortiGate FGSP HA cluster behavior are correct? (Choose two.)

A. Cluster members will upgrade one at a time and failover during firmware upgrades.

B. Session synchronization occurs over Layer 3 by default, and if unavailable it will then try Layer 2.

C. You can selectively synchronize only specific sessions between FGSP cluster members.

D. You can run FortiGate Virtual Router Redundancy Protocol (VRRP) high availability in addition to FGSP simultaneously.
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