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HR #325

During a forensic investigation into a cyberattack that compromised a company's sensitive data, the investigator discovers that the
organization uses a cloud-based solution for managing user access across various internal systers. This solution includes features
such as Single Sign-On (SSO), Multi-Factor Authentication (MFA), and detailed access controls, all handled by a third-party
service provider. The investigator examines logs from the authentication system and compares them with system access patterns to
trace the illegal actions during the breach. What type of cloud service deployment is being utilized by the organization?

A. The organization uses Infrastructure-as-a-Service (IaaS) for managing user access on systerms and the network.

B. The organization uses Desktop-as-a-Service (DaaS) for access controls or authentication management.

C. The organization uses Identity-as-a-Service (IDaaS) for enforcing authorization rules.

D. The organization uses Platform-as-a-Service (PaaS) to deploy and manage custom-built authentication and access control
applications.

Ef: C
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As per theCHFI v11 Cloud Forensics objectives, cloud-based identity and access management solutions that provideSingle Sign-
On (SSO),Multi-Factor Authentication (MFA), centralized authentication, and fine- grained authorization controls-managed entirely
by athird-party provider-are classified asldentity-as-a- Service (IDaaS).

IDaaS is a specialized cloud service model designed specifically foridentity management, including authentication, authorization, user
provisioning, role-based access control, and centralized logging of authentication events. In forensic investigations, IDaaS platforms
are critical evidence sources because they generatedetailed authentication logs, login timestamps, MFA challenges, IP addresses,
device identifiers, and anomaly alerts. These logs allow investigators to correlate user identities with access patterns and trace
unauthorized or malicious actions across multiple systemns.

The CHFI v11 blueprint explicitly differentiates [DaaS from other cloud service models.laaSfocuses on infrastructure resources such
as virtual machines and networks, not identity enforcement.PaaSis used for developing and deploying custom applications, which is
not indicated here since the authentication is handled by a third party.DaaSdelivers virtual desktops and does not inherently manage
enterprise-wide authentication and authorization.

Therefore, based on the presence of third-party-managed SSO, MFA, centralized access control, and authentication log analysis,
the correct answer-fully aligned with CHFI v11 documentation-isldentity-as- a-Service (IDaaS).

HH #326
This type of testimony is presented by someone who does the actual fieldwork and does not offer a view in court.

A. Technical testimony

B. Civll litigation testimony

C. Expert testimony

D. Victim advocate testimony

Ef#: A
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Madison is on trial for allegedly breaking into her university's internal network. The police raided her dorm room and seized all of her
computer equipment.

Madison's lawyer is trying to convince the judge that the seizure was unfounded and baseless.

Under which US Amendment is Madison's lawyer trying to prove the police violated?

A. The 4th Amendment
B. The 10th Amendment
C. The 5th Amendment
D. The 1st Amendment
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HH #328
Which of'the following Android libraries are used to render 2D (SGL) or 3D (OpenGL/ES) graphics content to the screen?

A. Surface Manager

B. OpenGL/ES and SGL
C. WebKit

D. Media framework
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In a corporate setting, a Security Operations Center (SOC) is responsible for monitoring and protecting the organization's digital
assets. Consider a situation where an organization is experiencing a series of suspicious network activities. The SOC team needs to
identify the appropriate technology to detect and mitigate these potential threats effectively. Which technology should the SOC team
primarily utilize to monitor and analyze security events in real time?

A. Password Management Software

B. Vulnerability Assessment Tool

C. Data Loss Prevention (DLP) Solution

D. Security Information and Event Management (SIEM) System

Ef#: D
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According to theCHFI v11 objectives related to Network Forensics, Incident Detection, and SOC Operations, the primary
technology used by a Security Operations Center (SOC) tomonitor, correlate, and analyze security events in real timeis aSecurity
Information and Event Management (SIEM) system

A SIEM system centrally collects logs and events from muiltiple sources such as firewalls, IDS/IPS, servers, endpoints, applications,
authentication systens, and network devices. It then performsreal-time correlation, normalization, alerting, and analysisto identify
suspicious patterns such as brute-force attacks, lateral movement, malware activity, data exfiltration attempts, and insider threats.
CHFI v11 emphasizes SIEM solutions as a core component forincident detection, investigation, and evidence correlationwithin SOC
environments.

The other options do not meet this requirement. Password Management Softwarefocuses on credential storage and rotation, not
threat monitoring, Vulnerability Assessment Toolsare used for periodic scanning to identify weaknesses, not real-time event
analysis.Data Loss Prevention (DLP)solutions are designed to prevent unauthorized data leakage but do not provide comprehensive,
centralized security event correlation across the enterprise.

CHFI v11 explicitly highlights the use ofSIEM solutions for centralized logging, real-time monitoring, and forensic nvestigation
support, making them essential for SOC teams dealing with active threats.

Therefore, the correct and CHFI-verified answer isSecurity Information and Event Management (SIEM) System (Option B).
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