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EE #20
Refer to the exhibit.
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While reviewing the traffic logs, the FortiSASE admln]strator notices that the usernames are showmg random characters.
Why are the usernames showing random characters?

¢ A. Loganonymization is turned on to hash usernames.
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¢ B. FortiSASE uses FortiClient unique identifiers for usernames.
e C. Users are using a shared single sign-on SSO username.
¢ D. Special characters are used in usernames.

He: A
ME:

The usernames appear as random character strings because log anonymization is enabled in FortiSASE, which hashes sensitive user
information such as usernames to protect privacy while still allowing log analysis.

HE #21

‘When accessing the FortiSASE portal for the first time, an admmistrator must select data center locations for which three FortiSASE

components? (Choose three.)

B. Endpoint management
C. Logging

D. Points of presence

E. Sandbox

o
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HE#22
Refer to the exhibits.
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Manual patching required

How will the application vulnerabilities be patched, based on the exhibits provided?
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A. The vulnerability will be patched automatically based on the endpoint profile configuration.
B. An administrator will patch the vulnerability remotely using FortiSASE.
C. The vulnerability will be patched by installing the patch firom the vendor's website.
D. The end user will patch the vulnerabilities using the FortiClient software.




Y.

The "Automatically patch vulnerabilities" option is disabled in the endpoint profile. Additionally, the Vulnerability Dashboard shows
the patching status as "Manual patching required." This means an administrator must manually initiate the patching process remotely
using FortiSASE.

EE#23

To complete their day-to-day operations, remote users require access to a TCP-based application that is hosted on a private web
server. Which FortiSASE deployment use case provides the most efficient and secure method for meeting the remote users'
requirements?

A. inline-CASB

B. zero trust network access (ZTNA) private access
C. next generation firewall (NGFW)

D. SD-WAN private access

HE: B

dE:

Zero Trust Network Access (ZTNA) private access provides the most efficient and secure method for remote users to access a
TCP-based application hosted on a private web server. ZINA ensures that only authenticated and authorized users can access
specific applications based on predefined policies, enhancing security and access control.

Zero Trust Network Access (ZTNA):

ZTNA operates on the principle of "never trust, always verify," continuously verifying user identity and device security posture before
granting access.

It provides secure and granular access to specific applications, ensuring that remote users can securely access the TCP-based
application hosted on the private web server.

Secure and Efficient Access:

ZTNA private access allows remote users to connect directly to the application without needing a full VPN tunnel, reducing latency
and improving performance.

It ensures that only authorized users can access the application, providing robust security controls.

FortiOS 7.2 Administration Guide: Provides detailed information on ZTNA and its deployment use cases.

FortiSASE 23.2 Documentation: Explains how ZTNA can be used to provide secure access to private applications for remote
users.

A2 #24
Which two are required to enable central management on FortiSASE? (Choose two.)

A. FortiSASE connector configured on FortiManager.

B. FortiManager and FortiSASE registered under the same FortiCloud account.

C. FortiSASE central management entitlement applied to FortiManager.

D. The FortiManager IP address in the FortiSASE central management configuration.

Y. AD
ME.

To enable central management, FortiManager nust have a FortiSASE connector configured, and both FortiSASE and
FortiManager must be registered under the same FortiCloud account to establish trust and synchronization.
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