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An enterprise customer needs a Cyber Recovery solution to be implemeanted. As an outcome from a
previous workshop, the following backup environment needs to be protected to the CR Vault,
Location 1: 4 PowerProtect Dhs
Location 2: 4 PawerProtect DDs
Location 3: 2 PowerProtect DDs
Locafion 4: 2 FowerProtect DDs
The customer wants to implement a CR Vault in a 5th location.
How many Cyvber Becovery systems must be installed al a minimum level?
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What vault status is displayed if none of the PowerProtect DD systems in the CR Vault are able to
eommunicate with the Cyber Recovery software?
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= B, Unlocked
= . Locked
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BE#17
You are deploying a microservices application on Kubernetes where each service has its own dedicated namespace. You want to
implement a robust network security policy that allows communication between specific services only. How can you achieve this
using NetworkPolicies?
Y-
ME.
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Define Network Policies for Each Service:
- For each service, create a NetworkPolicy that defines the allowed ingress and egress traffic.
- Exanple for service "service-A":
apiVersion: networking.k8s.1lo/vl
kind: NetworkPolicy
metadata:

name: service-a-network-policy

namespace: service-a # Replace with the namespace of service "service-A"
spec:

podSelector: {}

ingress:

- from:

- namespaceSelector:
matchlLabels:
service: service-b # Allow ingress from service "service-B"
egress:
- to:
- namespaceSelector:
matchlLabels:
servige:. servlce ¢ # Allow egress to service "service-C"

policyTypes: ' Y v 4

- Ingress ;...\u.\ﬁiigi'\

- Egress I '
2. Apply Network Policies: - Apply the Ne‘wvorkPohmes to the respectlve namespaces using 'kubectl apply -f networkpolicy.yaml

AE #18
Scale the deployment webserver to

Y.

M.

See the solution below.
Explanation

solution
FA\Work\Data Entry Work\Data Entry\20200827\CK A\14 B.JPG



BB Readme >_ Web Terminal Lﬂ THELINUX FOUNDATION

iebserver replicas=6

2d
AVAILABLE AGE

6

EE#19
Create a busybox pod that runs the command "env"" and save the output to "envpod" file

HE:

Y.

See the solution below.

Explanation

kubectl run busybox --image=busybox --restart=Never --rm -it -- env > envpod.yaml

EE #20
Create a nginx pod that will be deployed to node with the label
"g)ll:trl,le"

¢ A kubectl run nginx --image=nginx --restart=Always --dry-run -o
yaml > nodeselector-pod.yaml
// add the nodeSelector like below and create the pod
kubectl apply -fnodeselector-pod.yaml
vim nodeselector-pod.yaml
apiVersion: vl
kind: Pod
metadata:
name: nginx
spec:
nodeSelector:
gpu: true
yaml
//Verify
kubectl get no -show-labels
kubectl get po
kubectl describe po nginx | grep Node-Selectors
¢ B. kubectl run nginx --image=nginx --restart=Always --dry-run -o



yaml > nodeselector-pod.yaml

// add the nodeSelector like below and create the pod
kubectl apply -fnodeselector-pod.yaml

vim nodeselector-pod.yaml

apiVersion: vl

kind: Pod

metadata:

name: nginx

spec:

nodeSelector:

gpu: true

containers:

- image: nginx

name: nginx

restartPolicy: Always

kubectl apply -fnodeselector-pod.yaml

//Verify

kubectl get no -show-labels

kubectl get po

kubectl describe po nginx | grep Node-Selectors

Hg: B

AE #21

You are managing a Kubernetes cluster with a complex deployment scenario. The cluster has multiple namespaces, each with its
own set of applications and users. You need to create a robust RBAC system to enforce fine-grained access control.
Current Setup:

Namespace: 'dev, 'staging’, "production’

Users: 'developer’, 'qa’, 'admin’

Applications: 'appl, 'app2' in'dev', 'app3' in 'staging, 'app4' in 'production’ Requirements:

'developer' should be able to access and manage "appl and 'app2' in the 'dev' namespace.

'qa’ should be able to access and manage 'app3' in the 'staging’ namespace.

'admm’ should have full cluster-wide access.

Task:

Create the necessary Role, RoleBinding, and ClusterRole objects to implement this RBAC system.

Y-

M.

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create Roles for 'developer’ and 'qa’:

o N "
‘kubectl create role developer-role --namespace=dev --verb=get,list,watch,cneate,updéte patch,delete --resource=pods,services,deployments --resource-names=appl,app2

kubectl create role ga-role --namespace=staging --verb:get,list,watch)c&al%lﬁﬂ&é‘,”patch,delete..reso“rce:wds,sepvices,deployments --Pesource-names=app3us

2. Create RoleBinding for 'developer’ and 'qa':

kubectl create rolebinding developer-rolebinding <-namespace=dev --role=developer-role --user=developer
kubectl create rolebinding ga-rolebinding ——ﬂamespace:ﬁﬁﬁﬁ%ﬂg --role=ga-role --user=ga

3. Create ClusterRole for 'admin'.

Ikubectl create clusterrole admin-clusterrole --verb-get,lidl Watth,create,update,patch,delete - -resource- —fresnurcefnames=l
o

4. Create ClusterRoleBindin for 'admin’.

We created separate roles (developer-role', 'cp-role') for each user group, limiting their access to specific namespaces and
resources. We bound these roles to users using RoleBindings in the respective namespaces. For 'admin', we created a ClusterRole
Cadmin-clusterrole') with full access to all resources, and bound it using a ClusterRoleBinding. This setup ensures that each user has
appropriate access rights based on their role and responsibilities. ,

HEE#22
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