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NEW QUESTION # 14 
What does SAML stand for in the context of SAML SSO service?

A. Security Assertion Markup Language
B. Secure Access Markup Language
C. Single Authentication Management Logic
D. System Authorization and Management Layer

Answer: A

NEW QUESTION # 15 
An employee lost their assigned token and needs to authenticate to a resource which requires two factor authentication. The user
does not have access to SMS or email.
How can an administrator provide access for the user?

A. Generate and provide an HOTP to the user
B. Enable and provide an emergency code to the user
C. Refresh the FTM provisioning status for the user
D. Disable two-factor authentication on the resource

Answer: B

Explanation:
An administrator can issue an emergency code in FortiAuthenticator, which temporarily bypasses the user's lost token and allows
them to authenticate when two-factor authentication is required but no token, SMS, or email is available.

NEW QUESTION # 16 
A network administrator is using FortiAuthenticator as their RADIUS server for wired and wireless network access. The
administrator wants to pass the users' group information back to the RADIUS clients when the users authenticate.
How does FortiAuthenticator accomplish this?

A. RADIUS attributes
B. RADIUS accounting
C. Syslog messages
D. REST API

Answer: A

Explanation:
FortiAuthenticator uses RADIUS attributes to pass additional information, such as user group membership, back to RADIUS clients
during the authentication process.

NEW QUESTION # 17 
Which statement about captive portal policies is true, assuming a single policy has been defined?

A. Portal policies apply only to authentication requests coming from unknown RADIUS clients
B. Conditions in the policy apply only to wireless users.
C. All conditions in the policy must match before a user is presented with the captive portal.
D. Portal policies can be used only for BYODs.

Answer: C

NEW QUESTION # 18 
When you are setting up two FortiAuthenticator devices in active-passive HA, which HA role must you select on the master
FortiAuthenticator?

A. Load balancing master



B. Active-passive master
C. Standalone master
D. Cluster member

Answer: B
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