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Your organization needs to implement strong password policies for users in OCL
‘Which of the following statements is TRUE about password policies in OCI IAM?

A. The default password policy cannot be modified.

B. Custom password policies allow for granular control over password complexity.
C. Simple password policies are suitable for production environments.

D. Only one password policy can be applied to all users in a domain.

Answer: B

NEW QUESTION # 22

In Oracle Cloud Infrastructure (OCI), bare metal instances provide customers with direct access to the underlying hardware. To
mitigate security risks when a customer terminates a bare metal instance, OCI utilizes Root-of-Trust hardware.

What is the primary finction of the Root-of- Trust hardware in this context?

A. Tt automatically encrypts data at rest on the bare metal instance.

B. It ensures all non-volatile memory on the terminated instance is securely wiped before reuse.
C. It eliminates the need for hypervisors, reducing the potential attack surface.

D. It guarantees complete isolation between customer workloads on different instances.

Answer: B

NEW QUESTION # 23

You are a security architect at your organization and have noticed an increase in cyberattacks on your applications, including Cross-
Site Scripting (XSS) and SQL Injection. To mitigate these threats, you decide to use OCI Web Application Firewall (WAF).
Which type of OCI WAF rule should you configure to protect against these attacks?

A. Protection rule

B. Rate Limiting rule
C. Encryption rule

D. Access control rule

Answer: A

NEW QUESTION # 24

An E-commerce company running on Oracle Cloud Infrastructure (OCI) wants to prevent accidental misconfigurations that could
expose sensitive data. They need an OCI service that can enforce predefined security rules when creating or modifying cloud
resources.

Which OCI service should they use?

A. OCI Certificates

B. OCI Security Zone

C. OCI Web Application Firewall (WAF)

D. OCI Identity and Access Management (IAM)

Answer: B

NEW QUESTION # 25
Within OCI IAM identity domains, the AD Bridge component serves a critical role. How does the AD Bridge finctionality
specifically enhance Identity and Access Management (IAM) practices?

e A It strengthens access security by providing an additional layer of authentication through AD integration.

e B. It directly integrates with OCI MFA providers, allowing for seamless enforcement of MFA for users authenticated through
AD credentials.

e (. It facilitates delegated admmistration, allowing authorized AD users to manage specific resources within the OCI identity
domain.



e D. It simplifies user provisioning by enabling automated synchronization of user accounts and group memberships from an
existing Microsoft Active Directory (AD) environment.

Answer: D

NEW QUESTION # 26
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