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Oracle Cloud Infrastructure 2025 Foundations Associate Sample Questions
(Q17-Q22):
NEW QUESTION # 17 
Where are cryptographic operations performed for a Vault Master Encryption Key protected by a Hardware Security Module
(HSM)?

A. On the HSM
B. On the server
C. On the cloud
D. On the client

Answer: A

Explanation:
Cryptographic operations for a Vault Master Encryption Key protected by an HSM are performed directly on the HSM. The HSM
is a specialized hardware device designed to securely generate, store, and perform cryptographic operations, ensuring the
confidentiality and integrity of the encryption keys.

NEW QUESTION # 18 
What is the advantage of storing secrets in a vault in Oracle Cloud Infrastructure?

A. It provides greater security than storing them in code or configuration files.
B. It makes secrets easier to access in code.
C. It eliminates the need for authentication tokens.
D. It automatically generates new secrets.

Answer: A

Explanation:
Storing secrets in a vault provides greater security compared to storing them in code or configuration files. Vaults offer encryption,
access controls, audit trails, and other security features to protect sensitive information from unauthorized access or exposure.

NEW QUESTION # 19 
What is the primary purpose of a Network Security Group (NSG) in the Oracle Cloud Infrastructure Networking service?

A. To control traffic routing between VCNs
B. To connect a VCN to the public Internet
C. To control traffic flow between specific resources within a VCN
D. To provide a private connection between a VCN and an on-premises network

Answer: C

Explanation:
Network Security Groups (NSGs) act as virtual firewalls in OCI, controlling inbound and outbound traffic for specific resources
within a VCN. You can define rules based on IPs, ports, and protocols.

NEW QUESTION # 20 
Which of the following is NOT a use case suitable for OCI Container Instances?

A. Running data and media processing jobs
B. Performing automation tasks for cloud operations
C. Running containerized apps on Kubernetes
D. Running APIs and web applications

Answer: C

Explanation:



OCI Container Instances are designed for simpler workloads, whereas running containerized apps at scale on Kubernetes requires a
container orchestration platform, which is a different use case.

NEW QUESTION # 21 
What is the primary purpose of fault domains in Oracle Cloud Infrastructure?

A. To ensure all instances are on the same physical hardware
B. To distribute instances across different physical hardware within an availability domain
C. To handle encryption of traffic between instances
D. To connect availability domains with low latency

Answer: B

Explanation:
Fault domains in Oracle Cloud Infrastructure are used to distribute instances across different physical hardware within an availability
domain. This helps in ensuring high availability and fault tolerance by reducing the impact of hardware failures on instances.

NEW QUESTION # 22
......
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