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R #75
Which two statements about running a vulnerability scan are true? (Choose two.)

A. You should run the vulnerability scan during a maintenance window.

B. You should run the vulnerability scan on the live website to get accurate resuilts.

C. You should run the vulnerability scan in a test environment.

D. You should run the vulnerability scan multiple times so it can automatically update the scan parameters.

EM: AL C

Rt

You should run the vulnerability scan during a maintenance window: Running a vulnerability scan during a maintenance window
minimizes the risk of affecting normal operations. Scans can be resource-intensive and may cause disruptions if run during peak
hours or when the system s in use.

You should run the vulnerability scan in a test environment: It is important to run the vulnerability scan in a test environment first to
avoid unintended disruptions on the live system. This helps to identify potential issues or false positives without impacting production
systemns.


https://www.xhs1991.com/FCP_FWB_AD-7.4.html
https://www.xhs1991.com/FCP_FWB_AD-7.4.html

R #76
What is the primary purpose of configuring threat mitigation features in web application security?

A. Tmproving user interface design

B. Protecting against malicious activities and attacks
C. Optimizing database management

D. Enhancing application performance

IEf#: B

B #77
Refer to the exhibit.

Edit APl Gateway Rule

Name
HostStatus O
Host

B Match URL Prefixes
+ CreateNew # Edit
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APl Key Carried in HTTP Parameter

Parameter Name - apikey
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What are two additional configuration elements that you must be configure for this API gateway? (Choose two.)

e A Younust select a setting in the Allow User Group field.
¢ B. You must enable and configure Host Status.

¢ C. Younust define URL prefixes.

e D. Younust define rate limits.

IFf#E: C. D
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When configuring an API Gateway on a FortiWeb appliance, it's essential to include specific elements to ensure proper finctionality
and security. Two critical configuration elements are:

Defining Rate Limits:

Implementing rate limits is crucial to control the number of requests a client can make to the API within a specified timeframe. This
helps prevent abuse, such as denial-of-service attacks, by limiting excessive requests from clients.

Defining URL Prefixes:

Specifying URL prefixes allows the FortiWeb appliance to identify and manage API requests accurately. By defining these prefixes,
the appliance can route and process API calls correctly, ensuring that only legitimate traffic reaches the backend services.

These configurations align with Fortinet's best practices for setting up an API Gateway policy. While the exact steps may vary
depending on the FortiWeb firmware version, the general process involves navigating to the Web Application Firewall section,



selecting the API Gateway Policy tab, and configuring the necessary parameters, including rate limits and URL prefixes.

B #78
Refer to the exhibit.

FortiWeb # diagnose system flash list
have 4 partitions

Image# Version TotalSize(KB)' Used(KB) UseX Active
1 FV-KVM-6.4.0-build1444-210629 371p48 218380 59% No
2 FV-KVM-6.4.1-build1464-210963 371048 219852 59%  Yes
3 2021-09-28 10:37 92760 52 8% HNo

Fortikeb # F %THWET

What is true about this FortiWeb device? (Choose two.)

A. It has 41% of'the disk available for logging.

B. It is currently running version 6.4.1.

C. It was upgraded to a different version after initial installation.
D. It is currently running version 6.4.0.

Ef#: C
i

It was upgraded to a different version after initial installation: The device has muiltiple partitions with different firmware versions (6.4.0
and 6.4.1), indicating that it was upgraded after the initial installation from version 6.4.0 to 6.4.1.

R #79
What are two possible impacts of a DoS attack on your web server? (Choose two.)

A. The web application starts accepting unencrypted traffic.

B. The web application server database is compromised with data theft.

C. The web application server is unable to accept new client sessions due to memory exhaustion.

D. The web application is unable to accept any more connections because of network socket exhaustion.

EM: C. D
i

The web application is unable to accept any more connections because of network socket exhaustion: A Denial of Service (DoS)
attack often floods the web server with an overwhelming number of requests, leading to network socket exhaustion. This can
prevent the server from accepting new legitimate connections, effectively disrupting service.

The web application server is unable to accept new client sessions due to memory exhaustion: DoS attacks can consume a significant
amount of server memory, causing memory exhaustion. This results in the web application being unable to accept new client sessions
or handle requests properly.
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