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CWNP Certified Wireless Analysis Professional CWAP-404 Priifungsfragen
mit Losungen (Q66-Q71):

66. Frage

You are troubleshooting a connection problem with a client STA. Regardless of the AP to which it attempts to connect, the
connection fails.

Using a wired protocol analyzer, you determine that the problemis with the 802.1X/EAP authentication to the RADIUS server.
What layer or range of layers of the OSI model revealed this information?

A. Above Layer 4
B. Layer 2
C. Below Layer 3
D. Layer 3

Antwort: D

67. Frage
The PHY layer provides framing by adding a header to create what type of data unit?

A. PPDU
B. PSDU
C. MPDU
D. MSDU

Antwort: A

Begrindung;

Explanation

The PHY layer provides framing by adding a header to create a PPDU. A PPDU (PHY Protocol Data Unit) is the data unit that is
transmitted or received over the wireless medium by the PHY layer. A PPDU consists of a PSDU (PHY Service Data Unit) and a
PHY header, which contains information such as modulation, coding, and data rate. The PHY layer adds the PHY header to the
PSDU to create a PPDU for transmission, or removes the PHY header from the PPDU to extract the PSDU for reception. The
other options are not correct, as they are not created by adding a header at the PHY layer. An MPDU (MAC Protocol Data Unit)
is created by adding a MAC header and FCS to an MSDU (MAC Service Data Unit) at the MAC layer. An MSDU is the data unit
that is passed from the LLC sublayer to the MAC sublayer or vice versa. References: [Wireless Analysis Professional Study Guide
CWAP-404], Chapter 4: 802.11 Physical Layer, page 97-98

68. Frage
‘Which one of the following is required for Wi-Fi integration in laptop-based Spectrum Analyzer software in addition to the spectrum
analysis adapter?

A. A directional antenna

B. SNMP read credentials to the WLAN controller or APs
C. An 802.11 wireless adaptor

D. A firmware upgrade for the spectrum analysis adapter

Antwort: C

Begrindung;

Explanation

An 802.11 wireless adaptor is required for Wi-Fi integration in laptop-based spectrum analyzer software in addition to the spectrum
analysis adapter. The spectrum analysis adapter is a hardware device that captures the RF signals in the wireless environment and
sends them to the spectrum analyzer software for analysis and display. The 802.11 wireless adapter is a hardware device that
comnects the laptop to the wireless network and allows the spectrum analyzer sofiware to correlate the RF data with the Wi-Fi data,
such as SSID, channel, and BSSID. This enables the spectrum analyzer software to provide more context and insight into the
spectrum activity and its impact on the Wi-Finetwork. A firmware upgrade for the spectrum analysis adapter is not required for Wi-



Fi integration, but it may be needed to fix bugs or add features to the device. A directional antenna is an antenna that focuses the RF
energy in a specific direction and has a high gain and a narrow beanmwidth. A directional antenna can be used with a spectrum
analysis adapter to pinpoint the location or source of interference or noise in the wireless environment, but it is not required for Wi-Fi
integration. SNMP read credentials to the WLAN controller or APs are not required for Wi-Fi integration, but they may be useful
for obtaining additional information about the wireless network configuration and performance from the network devices.References:
CWAP-404 Study Guide, Chapter 4: Spectrum Analysis and Troubleshooting, page 123 CWAP-404 Objectives, Section 4.2:
Integrate Wi-Fi data with spectrum analysis data CWAP-404 Study Guide, Chapter 4: Spectrum Analysis and Troubleshooting,

page 131

69. Frage
Inan HT WLAN in which a delayed Block Ack policy is set up, what should result when an ACK frame is not received by the
originator in response to a Basic BlockAckReq?

A. All frames within that block must be retransmitted by the originator.

B. The BlockAckReq must be retransmitted by the originator.

C. The last frame within that block must be retransmitted by the originator.
D. Nothing, No ACK is expected in response to a Basic BlockAckReq.

Antwort: B

70. Frage
What should the To DS and From DS flags be to set to in an Association Response frame?

e A ToDS=1,FromDS=1
e B.ToDS=0, FromDS =1
e C.ToDS -0, FromDS=0
e D.ToDS-1, FromDS=0

Antwort: C

Begrindung;

Explanation

The To DS and From DS flags should be set to 0 in an Association Response frame. An Association Response frame is a type of
management frame that is transmitted by an AP to accept or reject an association request froma STA. The To DS (To Distribution
System) and From DS (From Distribution System) flags are two bits in the Frame Control field of the MAC header that indicate
whether a frame is destined for or originated fromthe DS (Distribution System), which is a system that connects multiple BSSs
together. The To DS and From DS flags can have four possible combimations: 00, 01, 10, or 11. For an Association Response
frame, which is sent from an AP to a STA within a BSS, both flags should be set to 0. References: [Wireless Analysis Professional
Study Guide CWAP-404], Chapter 5: 802.11 MAC Sublayer, page 121-122
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