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Palo Alto Networks Security Operations Generalist Sample Questions (Q108-
Q113):

NEW QUESTION # 108

A security administrator logging into the AIOps for NGFW dashboard needs a quick overview of the overall health, security
posture, and potential operational issues across their fleet of managed firewalls. Which sections or widgets on the AIOps dashboard
are designed to provide this high-level summary information?

A. Best Practices Assessment score and findings summary.

B. Security Policy rule usage statistics.

C. Configuration logs viewer.

D. Operational Status dashboard, showing critical alerts and key performance indicators (KPIs).
E. Detailed threat log viewer.

Answer: A,D

Explanation:

AlOps dashboards are designed for quick visibility and actionable msights. - Option A (Correct): The Best Practices Assessment
score provides a quantitative measure of how well firewalls align with recommended configurations, and the summary highlights key
findings (policy, network, device best practices), giving a high-level security posture view. - Option B (Correct): The Operational
Status dashboard (or similar section depending on version) provides critical alerts related to device health, resource utilization,
licensing, and key performance metrics, offering a snapshot of operational health. - Option C: While usage statistics are available,
they are typically detailed reports, not a primary high-level summary widget. - Option D and E: Log viewers are for detailed
mvestigation, not high-level dashboards.

NEW QUESTION # 109

A company is using Palo Alto Networks Strata NGFWs and Prisma Access to secure access to sanctioned and unsanctioned SaaS
applications. They have implemented SSL Forward Proxy decryption for most SaaS traffic. They need to prevent users from
uploading sensitive data to personal cloud storage accounts (like consumer Dropbox) while allowing uploads to the corporate
sanctioned cloud storage (corporate Box). They also want to prevent the use of unsanctioned instant messaging and collaboration
apps entirely. Which combination of Palo Alto Networks features and configurations are MOST effective for achieving these SaaS
security goals? (Select all that apply)

e A. Security Policy rules using App-ID to identify specific sanctioned (e.g., 'box') and unsanctioned (e.g., 'dropbox-base’,
'whatsapp') SaaS applications and application finctions (e.g., 'dropbox-upload'

¢ B. Relying solely on URL Filtering categories (e.g., 'Cloud Storage', 'Instant Messaging) to control access.

e C. Decryption Policy configured to decrypt HTTPS traffic to relevant SaaS application domains/categories.

e D. Security Policy rules allowing sanctioned applications (like corporate Box upload with Data Filtering applied) and denying
unsanctioned applications/functions (like consumer Dropbox upload or WhatsApp-base).

¢ E. Data Filtering profiles configured to detect sensitive data patterns (e.g,, PIl, financial data) and applied to Security Policy
rules.

Answer: A,C,D,E

Explanation:

Comprehensive SaaS security requires visibility (decryption), granular identification (App-1D), content inspection (Data Filtering),
and policy enforcement (Security Policy). - Option A (Correct): Decryption is necessary to see the specific activities and content
within encrypted SaaS traffic. - Option B (Correct): App-ID is crucial for identifying the specific SaaS applications (sanctioned vs.
unsanctioned) and the granular actions within them (upload, download, post, etc.). - Option C (Correct): Data Filtering profiles are
needed to detect sensitive data patterns within the allowed traffic streams (like uploads to Box or attempted uploads to Dropbox). -
Option D (Correct): Security Policy rules tie everything together. Rules are needed to explicitly allow sanctioned
applications/fimctions with appropriate inspection (Data Filtering), and rules are needed to explicitly deny unsanctioned applications
or specific risky functions within generally allowed applications. - Option E (Incorrect): URL Filtering provides website
categorization but doesn't see the specific application actions within the site (e.g., upload vs. view) or inspect the content being
transferred for sensitive data. App-ID and Data Filtering are required for that level of granularity.



NEW QUESTION # 110
When a remote user's device attempts to connect to a GlobalProtect Gateway, and the GlobalProtect policy requires a Host
Information Profile (HIP) check, where is the result of this HIP check (whether the device is compliant with configured HIP profiles)

typically logged?

A. Decryption logs
B. System logs
C. Threat logs
D. Traffic logs
E. HIP Match logs

Answer: E

Explanation:

HIP checks generate dedicated logs. Option A logs session activity after policy match. Option B logs security threats. Option D logs
system events. Option E logs decryption status. HIP Match logs specifically record the outcome of HIP checks performed by the
GlobalProtect gateway, indicating which HIP profiles were matched or not matched, and the compliance status of the endpoint
based on its reported attributes.

NEW QUESTION # 111

A security teamreceives a BPA report via AIOps for NGFW highlighting a 'High' severity finding related to "Policies Without Log
Forwarding. This finding indicates Security Policy rules configured without a log forwarding profile or with logging disabled, where
logging is generally recommended. Which of the following are potential negative impacts of this configuration best practice violation?
(Select all that apply)

e A Failure to record sessions that trigger other security profiles (Threat, URL, etc.) applied by these rules.

¢ B. Inability to utilize AIOps for NGFW's operational insights and reporting features for traffic matching these rules.

¢ C. Reduced visibility nto traffic flows matching these specific rules, making it difficult to audit access or nvestigate security
incidents.

e D. Increased load on the firewall's data plane due to improper policy configuration.

¢ E. Difficulty in correlating security events (like threats) with the specific traffic session and policy rule that permitted or
processed it.

Answer: B,C.E

Explanation:

Logging is findamental to visibility, monitoring, and incident response. When logging is missing for policy rules, it creates blind spots.
- Option A (Correct): The most direct impact is the lack of visibility into the traffic that matches these rules. You won't have records
of who accessed what, when, and the result of the session. - Option B (Incorrect): Security profiles like Threat Prevention and URL
Filtering generate their own specific logs (Threat logs, URL Filtering logs) when they detect an event, even if the traffic log for the
base session is not generated due to policy logging being off. However, correlating these threat/JRL logs back to the specific traffic
flow becomes harder without the traffic log. -Option C (Correct): AlOps relies on logs (primarily traffic logs) for many of'its
operational and security insights (like application usage, User activity, session trends). If logging is disabled for certain rules, AIOps
will not have the necessary data for traffic matching those rules, limiting its effectiveness. - Option D: Lack of logging doesn't typically
increase data plane load,; it's a control plane function. - Option E (Correct): Security investigations often start with a threat alert and
require correlating it back to the originating session and the policy rule that handled it. Without traffic logs for the base session, this
correlation becomes very challenging.

NEW QUESTION # 112

An enterprise is consolidating its security management under a single platformto reduce conmplexity. They have PA-Series firewalls,
VM- Series firewalls in Azure, CN-Series firewalls in Kubernetes clusters, and a Prisma SD-WAN deployment. They are
considering both Panorama and Strata Cloud Manager (SCM) for this role. Which of the following statements accurately describe
the supported products and management capabilities of Panorama and Strata Cloud Manager in managing this diverse environment?
(Select all that apply)

A. Panorama provides centralized management for Prisma SD-WAN devices (IONG).

B. Strata Cloud Manager (SCM) can manage PA-Series, VM-Series, and CN-Series firewalls.

C. Strata Cloud Manager (SCM) provides centralized management for Prisma SD-WAN devices (IONs).

D. Panorama can integrate with Prisma Access for managing security policies, but not the underlying Prisma Access



infrastructure.
e E. Panorama can manage PA-Series, VM-Series, and CN-Series firewalls.

Answer: B,C,D,E

Explanation:

Understanding the scope of management platforms is key. - Option A (Correct): Panorama is the established platform for managing
physical (PA), virtual (VM), and containerized (CN) firewalls. - Option B (Correct): Strata Cloud Manager is designed to be the
next-generation unified platform and supports managing PA-Series, VM- Series, and CN-Series firewalls. - Option C (Incorrect):
Panorama does not natively manage Prisma SD-WAN ION devices; Prisma SD-WAN has its own dedicated cloud management
console. - Option D (Correct): Strata Cloud Manager is being developed to unify management across the Strata portfolio, including
integration with and management of Prisma SD-WAN devices. - Option E (Correct): Panorama can integrate with Prisma Access to
provide a unified policy management plane for both on-premises/laaS firewalls and Prisma Access, but the underlying cloud
infrastructure of Prisma Access is managed by Palo Alto Networks, not the customer's Panorama.

NEW QUESTION # 113
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