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A2 #353

A company standardized its method of deploying applications to AWS using AWS CodePipeline and AWS Cloud Formation. The
applications are in TypeScript and Python. The company has recently acquired another business that deploys applications to AWS
using Python scripts.

Developers from the newly acquired company are hesitant to move their applications under Cloud Formation because it would
require that they learn a new domain-specific language and eliminate their access to language features, such as looping,

How can the acquired applications quickly be brought up to deployment standards while addressing the developers' concerns?

¢ A Standardize on AWS OpsWorks. Integrate OpsWorks with CodePipeline Have the developers create Chefrecipes to
deploy their applications on AWS.

e B. Define the AWS resources using TypeScript or Python Use the AWS Cloud Development Kit (AWS CDK) to create
CloudFormation templates from the developers' code, and use the AWS CDK to create CloudFormation stacks Incorporate
the AWS CDK as a CodeBuild job in CodePipeline

e C. Create Cloud Formation templates and re-use parts of the Python scripts as Instance user data. Use the AWS Cloud
Development Kit (AWS CDK) to deploy the application using these templates. Incorporate the AWS CDK into
CodePipeline and deploy the application to AWS using these templates.

e D. Use a third-party resource provisioning engine inside AWS CodeBuild to standardize the deployment processes of the
existing and acquired company Orchestrate the CodeBuild job using CodePipeline.

He:. B
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A company is creating a sequel for a popular online game. A large number of users fromall over the world will play the game within
the first week after launch. Currently, the game consists of the following components deployed in a single AWS Region:

* Amazon S3 bucket that stores game assets

* Amazon DynamoDB table that stores player scores

A solutions architect needs to design a multi-Region solution that will reduce latency improve reliability, and require the least effort to
implement What should the solutions architect do to meet these requirements?

¢ A Create an Amazon CloudFront distribution to serve assets fromthe S3 bucket. Configure S3 Same-Region Replication.
Create a new DynamoDB able m a new Region. Configure asynchronous replication between the DynamoDB tables by using
AWS Database Migration Service (AWS DMS) with change data capture (CDC)

¢ B. Create another S3 bucket in the same Regjon, and configure S3 Same-Region Replication between the buckets- Create an
Amazon CloudFront distribution and configure origin failover with two origin accessing the S3 buckets Create a new
DynamoDB table ma new Region Use the new table as a replica target for DynamoDB global tables.

¢ C. Create an Amazon CloudFront distribution to serve assets fromthe S3 bucket Configure S3 Cross-Region Replication
Create a new DynamoDB able in a new Region Use the new table as a replica target tor DynamoDB global tables.

¢ D. Create another S3 bucket in a new Region and configure S3 Cross-Region Replication between the buckets Create an
Amazon CloudFront distribution and configure origin failover with two origins accessing the S3 buckets in each Regjon.
Configure DynamoDB global tables by enabling Amazon DynamoDB Streams, and add a replica table in a new Region.

He: D
Y.
Explanation

https:/aws.amazon.com/premiumsupport/knowledge- center/dynamodb- global-table- stream+ lambda/?nc1=h Is
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You are designing a photo-sharing mobile app. The application will store all pictures in a single Amazon S3 bucket.

Users will upload pictures from their mobile device directly to Amazon S3 and will be able to view and download their own pictures
directly from Amazon S3.

You want to configure security to handle potentially millions of users in the most secure manner possible.

‘What should your server-side application do when a new user registers on the photo-sharing mobile application?

¢ A. Record the user's information in Amazon RDS and create a role in [AM with appropriate permissions.



When the user uses their mobile app, create temporary credentials using the AWS Security Token Service "AssumeRole"
function. Store these credentials in the mobile app's memory and use them to access Amazon S3. Generate new credentials
the next time the user runs the mobile app.

¢ B. Create a set of long-term credentials using AWS Security Token Service with appropriate permissions.
Store these credentials in the mobile app and use them to access Amazon S3.

e C. Create an IAM user. Assign appropriate permissions to the IAM user. Generate an access key and secret key for the
IAM user, store them in the mobile app and use these credentials to access Amazon S3.

¢ D. Record the user's information in Amazon DynamoDB. When the user uses their mobile app, create temporary credentials
using AWS Security Token Service with appropriate permissions. Store these credentials in the mobile app's memory and use
themto access Amazon S3. Generate new credentials the next time the user runs the mobile app.

¢ E. Create an [AM user. Update the bucket policy with appropriate permissions for the JAM user. Generate an access key
and secret key for the JAM user, store them in the mobile app and use these credentials to access Amazon S3.

He: A
Y.
Explanation

We can use either RDS or DynamoDB, however in our given answers, IAM role is mentioned only with RDS, so I would go with
Answer B.
Question was explicitly focused on security, so [AM with RDS is the best choice.

AR #356

A company has multiple AWS accounts for various departments. One of the departments wants to share an Amazon S3 bucket with
all other department.

Which solution will require the LEAST amount of effort?

A. Enable cross-account S3 replication for the bucket.

B. Create a pre-signed URL for the bucket and share it with other departiments.

C. Set the S3 bucket policy to allow cross-account access to other departments.

D. Create IAM users for each of the departments and configure a read-only [AM policy.

HE. C
o,

Explanation/Reference: https://docs.aws.amazon.cony AmazonS3/latest/dev/example-walkthroughs-managing-access-
example2.html

EE #357

A company wants to deploy an API to AWS. The company plans to run the API on AWS Fargate behind a load balancer. The API
requires the use of header-based routing and must be accessible from on-premises networks through an AWS Direct Connect
connection and a private VIF.

The company needs to add the client IP addresses that connect to the API to an allow list in AWS. The company also needs to add
the IP addresses of the API to the allow list. The company's security team will allow /27 CIDR ranges to be added to the allow list.
The solution must mnimize complexity and operational overhead.

Which solution will meet these requirements?

e A Create two new /27 subnets. Create a new Application Load Balancer (ALB) that extends across the new subnets.
Create a security group that includes only the client IP addresses that need access to the APL
Attach the security group to the ALB, Provide the security team with the new subnet IP ranges for the allow list.

e B. Create a new Application Load Balancer (ALB) in the same subnets as the Fargate task deployments.

Create a security group that includes only the client IP addresses that need access to the APIL. Attach the security group to the
ALB. Provide the security team with the ALB's IP addresses for the allow list.

e C. Create two new /27 subnets. Create a new Network Load Balancer (NLB) that extends across the new subnets. Create a
new Application Load Balancer (ALB) within the new subnets. Create a security group that includes only the client IP
addresses that need access to the API. Attach the security group to the ALB. Add the ALB's IP addresses as targets behind
the NLB. Provide the security team with the NLB's IP addresses for the allow list.

¢ D. Create a new Network Load Balancer (NLB) in the samme subnets as the Fargate task deployments.

Create a security group that includes only the client IP addresses that need access to the API. Attach the new security group
to the Fargate tasks. Provide the security team with the NLB's IP addresses for the allow list.
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