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P RE #214
Which type of Software as a Service (SaaS) application provides business benefits, is fast to deploy, requires minimal cost and is

nfinitely scalable?

e A Secure
e B. Sanctioned
e (. Tolerated
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Sanctioned SaaS applications are those that are approved and supported by the organization's IT department.

They provide business benefits such as increased productivity, collaboration, and efficiency. They are fast to deploy because they do
not require installation or maintenance on the user's device. They require minimal cost because they are usually paid on a subscription
or usage basis, and they do not incur hardware or software expenses. They are infinitely scalable because they can adjust to the
changing needs and demands of the organization without affecting performance or availabilityl 2. References: 8 Types of SaaS
Solutions You Must Know About in 2024, What is SaaS (Software as a Service)? | SaaS Types | CDW, Palo Alto Networks
Certified Cybersecurity Entry-level Technician
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In addition to local analysis, what can send unknown files to WildFire for discovery and deeper analysis to rapidly detect potentially
unknown malware?

A. Cortex XDR

B. AutoFocus

C. MineMild

D. Cortex XSOAR
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In addition to local analysis, Cortex XDR can send unknown files to WildFire for discovery and deeper analysis to rapidly detect.
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Which Palo Alto Networks solution has replaced legacy IPS solutions?

A. Advanced WildFire

B. Advanced URL Filtering

C. Advanced DNS Security

D. Advanced Threat Prevention
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Advanced Threat Prevention is the Palo Alto Networks solution that has replaced legacy Intrusion Prevention Systens (IPS). It
offers inline, ML-powered threat detection and evasion-resistant inspection to block sophisticated threats in real time, going beyond
traditional signature-based IPS.
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A doctor receives an email about her upcoming holiday in France. When she clicks the URL website link in the email, the connection
is blocked by her office firewall because it's a known malware website. Which type of attack includes a link to a malware website in
an email?

A. pharming
B. spam

C. whaling

D. phishing
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Phishing is a type of attack that involves sending fraudulent emails that appear to be from legitimate sources, such as banks,

companies, or individuals, in order to trick recipients into clicking on malicious links, opening malicious attachments, or providing
sensitive informationl 2. The link to a malware website in the email is an example of a malicious link, which may lead to the



nstallation of malware, ransomware, spyware, or other malicious software on the user's device, or the redirection to a fake website
that mimics a legitimate one, where the user may be asked to enter their credentials, personal information, or financial details34.
Phishing emails often use social engineering techniques, such as creating a sense of urgency, curiosity, or fear, to persuade the user to
click on the link or attachment, or to reply to the email5. Phishing emails may also spoof'the sender's address, domain, or logo, to
make them look more authentic and trustworthy6.

Whaling, pharming, and spam are not the correct answers for this question. Whaling is a specific type of phishing that targets high-
profile individuals, such as executives, celebrities, or politicians, with the aim of stealing their confidential information or influencing
their decisions7. Pharming is a type of attack that mvolves redirecting the user's web browser to a fake website, even if they enter
the correct URL, by modifying the DNS server or the user's hosts file. Spam s the unsolicited or unwanted electronic messages,
such as emails, texts, or instant messages, that are sent in bulk to a large number of recipients, usually for advertising, marketing, or
scamming purposes. References:

* What is phishing? | Malwarebytes

* Phishing - Wikipedia

* Don't Panic! Here's What To Do If You Clicked On A Phishing Link

* How can Malware spread through Email and How to Protect

* What is phishing? How this cyber attack works and how to prevent it ...

* Identifying Illegitimate Email Links | Division of Information Technology

* What is whaling? | NortonLifelock

* [What is pharming? | NortonLifeLock]

* [What is spam? | NortonLifeLock]

R #218
What are two characteristics of an advanced persistent threat (APT)? (Choose two.)

A. Multiple attack vectors

B. Repeated pursuit of objective
C. Tendency to isolate hosts

D. Reduced interaction time

EX: AB

BB«

Multiple attack vectors - APTs often use various methods (phishing, malware, lateral movement) to infiltrate and maintain access to a
target.

Repeated pursuit of objective - APTs are known for their persistent nature, nvolving continuous efforts over time to achieve their
goals, such as data theft or surveillance.
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