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NEW QUESTION # 94
An IT organization needs to enable secure communication across virtual networks in Microsoft Azure and Amazon Web Services.
‘Which protocol will offer the most reliable and secure method for data transport?
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e A, Secure Shell (SSH)
¢ B. Internet Protocol Security (IPsec)
¢ C. File Transfer Protocol (FTP)

Answer: B

Explanation:

IPsecis anend-to-end encryption protocol suitethat operates at thenetwork layer, providingauthentication, ntegrity, and
confidentialitybetween virtual networks-even across different cloud environments like Azure and AWS.

NIST SP 800-77 Rev. 1 (Guide to [Psec VPNs):

"IPsec provides network-layer protection through authentication headers (AH) and encapsulating security payloads (ESP), suitable
for securing traffic across untrusted environments." FTP is insecure, and SSH is more suitable for command-line access or remote
sessions-not secure VPC-to- VPC tunnels.

#WGU Course Alignment:

Domain:Cryptography

Topic:Use encryption protocols like IPsec for secure data transmission between networks

NEW QUESTION # 95
‘Which risk management strategy will help defeat piracy efforts on a new patient management system?

A. Inplementation of regular virus scanning for all workstations

B. Incorporation of end-to-end encryption for all patient data

C. Configuration of the patient management system to disable all external device connections on all workstations
D. Implementation of licensing technologies in order to restrict unauthorized access to the system

Answer: D

Explanation:

The correct answer is D - Implementation of licensing technologies in order to restrict unauthorized access to the system.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), using licensing technologies helps prevent
software piracy by ensuring that only authorized users with valid licenses can access and operate the system. License management
solutions validate user access and reduce unauthorized duplication or usage of proprietary software.

Disabling external devices (A) protects against physical data theft but not piracy. Encrypting patient data (B) protects confidentiality
but not against software piracy. Virus scanning (C) detects malware, not unauthorized software copying,

Reference Extract from Study Guide:

"Licensing technologies enforce legal software use and prevent unauthorized access, helping organizations protect intellectual
property and defeat piracy efforts."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Software and Intellectual Property Protection

NEW QUESTION # 96

A company has recently completed its disaster recovery plan and is preparing to test it. The company’s IT team has identified the
need to simulate a disaster scenario to evaluate the effectiveness of the plan. The team has considered a few options, including a full
interruption test, a walk-through, tabletop exercises, and checklists. They want to choose a testing method that will allow them to
evaluate the plan in a controlled environment while minimizing the impact on the company's operations.

Which testing method will meet the needs of the company?

A. Full interruption test
B. Checklists

C. Walk-through

D. Tabletop exercises

Answer: D

Explanation:

The correct answer is B - Tabletop exercises.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) defines a tabletop exercise as a controlled simulation where
participants discuss their roles during a simulated disaster scenario. It allows the evaluation of the plan without causing real disruption
to operations.

Walk-throughs (A) review plans but are less interactive. Checklists (C) are passive validation. Full interruption tests (D) would



disrupt operations, which the company wants to avoid.

Reference Extract from Study Guide:

"Tabletop exercises allow teams to simulate disaster scenarios in a controlled, discussion-based format, helping validate plans
without impacting real-world operations."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Disaster Recovery Testing Methods

NEW QUESTION # 97
Which life cycle is part of the process for planning, creating, testing, and deploying information systens?

A. System Development Life Cycle (SDLC)

B. Database Creation System Life Cycle (DCSLC)
C. Software Test Life Cycle (STLC)

D. Network Development Life Cycle (NDLC)

Answer: A

Explanation:

The System Development Life Cycle (SDLC) is a process used for planning, creating, testing, and deploying an information system.
It involves several stages, including requirements gathering, system design, implementation, testing, deployment, and maintenance.
The SDLC ensures that the system meets the needs of users and is developed in a structuredand efficient manner.

NEW QUESTION # 98

A healthcare organization would like to work with another healthcare organization without needing to maintain identified accounts for
members of the other organization.

‘Which technology concept should the company use?

A. Single sign-on (SSO)

B. Multi-factor authentication (MFA)
C. Cloud identity provider

D. Federated authentication

Answer: D

Explanation:

The correct answer is D - Federated authentication.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that federated authentication allows two or more
organizations to share identity information securely without needing to maintain separate user accounts for external users. It supports
cross-organizational access based on trusted identity providers.

Cloud identity providers (A) offer centralized authentication but don't address federation directly. SSO (B) simplifies authentication
within an organization. MFA (C) adds security but does not enable cross- organization authentication.

Reference Extract from Study Guide:

"Federated authentication enables organizations to share identity information and trust external credentials without the need to
manage separate accounts for external users."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Identity Federation and Single Sign- On Concepts
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