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Confluent CCAAK Exam Syllabus Topics:

Topic Details

Topic 1
Apache Kafka® Fundamentals: This section of the exam measures skills of a Kafka Administrator and
covers core concepts such as Kafka architecture, components, and data flow. It assesses the candidate’s
understanding of topics like topics and partitions, brokers, producers, consumers, and message retention.

Topic 2
Kafka Connect: This section of the exam measures skills of a Site Reliability Engineer and addresses the
use and management of Kafka Connect for data integration. It includes setting up connectors, managing
configurations, and ensuring efficient movement of data between Kafka and external systems.

Topic 3

Apache Kafka® Security: This section of the exam measures skills of a Site Reliability Engineer and
focuses on securing Kafka environments. It includes authentication mechanisms such as TLS and SASL,
authorization using ACLs, and encrypting data at rest and in transit to ensure secure communication and
access control.

Confluent Certified Administrator for Apache Kafka Sample Questions (Q53-
Q58):
NEW QUESTION # 53 
If the Controller detects the failure of a broker that was the leader for some partitions, which actions will be taken? (Choose two.)

A. The Controller sends the new leader and ISR list changes to all producers and consumers.
B. The Controller persists the new leader and ISR list to ZooKeeper.
C. The Controller waits for a new leader to be nominated by ZooKeeper.
D. The Controller sends the new leader and ISR list changes to all brokers.

Answer: B,D

Explanation:
The Controller updates ZooKeeper with the new leader and in-sync replica (ISR) information to maintain metadata consistency.
Brokers need this information to correctly route client requests and continue replication.

NEW QUESTION # 54 
Which tool is used for scalably and reliably streaming data between Kafka and other data systems?

A. Kafka Streams
B. Kafka Schema Registry
C. Kafka Connect
D. Kafka REST Proxy

Answer: C

Explanation:
Kafka Connect is the tool designed for scalable and reliable integration between Kafka and external data systems (e.g., databases,
cloud storage, key-value stores). It supports source connectors (to pull data into Kafka) and sink connectors (to push data from
Kafka).

NEW QUESTION # 55 
You have an existing topic t1 that you want to delete because there are no more producers writing to it or consumers reading from it.
What is the recommended way to delete the topic?

A. Delete the log files and their corresponding index files from the leader broker.
B. If topic deletion is enabled on the brokers, delete the topic using Kafka command line tools.
C. Delete the offsets for that topic from the consumer offsets topic.
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D. The consumer should send a message with a 'null' key.

Answer: B

Explanation:
The recommended and safe method to delete a topic is to use the Kafka CLI tool kafka-topics.sh --delete command, provided that
delete.topic.enable=true is set on the brokers.

NEW QUESTION # 56 
An employee in the reporting department needs assistance because their data feed is slowing down. You start by quickly checking
the consumer lag for the clients on the data stream.
Which command will allow you to quickly check for lag on the consumers?

A. bin/kafka-consumer-group-throughput.sh
B. bin/kafka-consumer-groups.sh
C. bin/kafka-reassign-partitions.sh
D. bin/kafka-consumer-lag.sh

Answer: B

Explanation:
The kafka-consumer-groups.sh script is used to inspect consumer group details, including consumer lag, which indicates how far
behind a consumer is from the latest data in the partition.
The typical usage is bin/kafka-consumer-groups.sh --bootstrap-server <broker> --describe --group <group_id>

NEW QUESTION # 57 
You are managing a cluster with a large number of topics, and each topic has a lot of partitions. A team wants to significantly
increase the number of partitions for some topics.
Which parameters should you check before increasing the partitions?

A. Check the max open file count on brokers.
B. Check the producer batch size and buffer size.
C. Check if compression is being used.
D. Check if acks=all is beina used.

Answer: A

Explanation:
Each Kafka partition maps to multiple log segment files, and each segment results in open file descriptors on the broker. When the
number of partitions increases significantly, it can exceed the OS-level limit for open files per broker process, leading to failures or
degraded performance. Therefore, it is essential to check and possibly increase the ulimit -n (max open files) setting on the broker
machines.

NEW QUESTION # 58
......
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