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CrowdStrike Certified Falcon Administrator - 2024 Version 52 & CCFA-
200b B8 (Q69-Q74):

A #69
After attempting to uninstall the Falcon sensor froma Windows endpoint, the process appears stuck. What troubleshooting step

should be taken?

A. Check the CrowdStrike Windows Sensor log file for errors
B. Delete the sensor directory manually

C. Reboot the system immediately

D. Force stop the sensor service in Task Manager

EfE: A

fEERA -

The correct troubleshooting step is to check the CrowdStrike Windows Sensor log file for errors. Falcon sensor uninstall and
maintenance operations are protected processes, especially when uninstall protection or tamper protection is enabled. Force-
stopping services or deleting directories manually can damage the installation, leave drivers or services in an inconsistent state, and
complicate remediation. Rebooting may be necessary in somme cases, but it should not be the first diagnostic action when the uninstall
appears stuck. The Windows sensor deployment guidance directs administrators to review sensor logs when installation, connection,
or uninstall behavior is abnormal. Logs provide the error context needed to determine whether the issue is a token, policy, service
dependency, installer state, or connectivity problem

HMA #70
‘Why would you use the Prevention Policy Debug Report?

A. To confirm that prevention policy settings were applied to a host

B. To confirm the number of detections on a host

C. To confirm the number of host groups to which a policy was applied
D. To confirm that prevention policy precedence was applied to hosts

EfE: A

HE#T1
In order to quarantine files on the host, what prevention policy settings must be enabled?

¢ A. Enable Malware Protection and Custom Execution Blocking
¢ B. Enable Malware Protection and Windows Anti-Malware Execution Blocking
¢ C. Enable Behavior-Based Threat Prevention sliders and Advanced Remediation Actions



e D. Enable Next-Gen Antivirus Prevention sliders and "Quarantine & Security Center Registration
IEf#: D

R -

The option that will enable Next-Gen Antivirus Prevention sliders and "Quarantine & Security Center Registration” is to enable
Malware Protection and Windows Anti-Malware Execution Blocking. Malware Protection is a feature that enables the Next-Gen
Antivirus Prevention sliders, which allow you to adjust the level of sensitivity and aggressiveness of the Falcon sensor's machine
learning engine, which uses artificial intelligence to identify and stop unknown threats.

Windows Anti- Malware Execution Blocking is a feature that enables the "Quarantine & Security Center Registration" setting, which
allows you to quarantine malicious files and register them in the Windows Security Center.

H #72

You are attempting to install the Falcon sensor on a host with a slow Internet connection and the installation fails after 20 minutes.
‘Which of the following parameters can be used to override the

20-minute default provisioning window?

o A, Timeout=30

¢ B. Timeout=0

e C. ExtendedWindow=1
e D. ProvNoWait=1

iFfE: D
fR e«
"ProvNoWait=1

The sensor does not abort installation if it can't connect to the CrowdStrike cloud within 20 minutes (10 minutes, in Falcon sensor
version 6.21 and earlier). (By default, if the host can't contact our cloud, it will retry the connection for 20 mnutes. After that, the
host will automatically uninstall its sensor.)"

"ProvWaitTime=3600000

The sensor waits for 1 hour to connect to the CrowdStrike cloud when installing (the default is 20 minutes)."

B #73
Which Windows prevention policy setting monitors contents of shells for execution of malicious content?

A. Script-based execution visibility

B. Suspicious Scripts and Commands
C. Additional user mode data visibility
D. Enhanced exploitation visibility

IEf#: B

R

The correct Windows prevention policy setting is Suspicious Scripts and Commands . This setting focuses on detecting suspicious or
malicious script and shell command activity. It is aligned with Falcon's behavioral detection model for activity occurring through
mterpreters and command shells, where adversaries commonly use PowerShell, command prompts, scripts, and living-off-the-land
techniques. Script-based execution visibility increases visibility into script execution, but the question asks about monitoring shell
contents for execution of malicious content, which maps to Suspicious Scripts and Commands. Enhanced exploitation visibility and
additional user mode data visibility provide other telemetry and exploit-related coverage but are not the specific shell-content
monitoring setting. CCF A prevention policy topics distinguish visibility settings from detection/prevention settings that identify
suspicious command behavior.

R #74
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