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EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions
(Q433-Q438):

NEW QUESTION # 433
One of the MAIN goals of a Business Continuity Plan is to

A. Provide step by step plans to recover business processes in the event of a disaster
B. Assign responsibilities to the technical teans responsible for the recovery of all data.
C. Allow all technical first-responders to understand their roles in the event of a disaster
D. Ensure all infrastructure and applications are available in the event of a disaster

Answer: A

NEW QUESTION # 434
Which of the following compliance standards is the MOST common among retail businesses?

A.1SO 27002

B. Federal Risk and Authorization Management Program (FedRAMP)
C. Payment Card Industry (PCI) Data Security Standard (DSS)

D. NIST Cybersecurity Framework

Answer: C

Explanation:

Comprehensive and Detailed Explanation (250-350 words)

The EC-Council CCISO program identifies PCI DSS as the most common compliance standard affecting retail organizations due to
their handling of payment card data.

PCI DSS is mandatory for any organization that stores, processes, or transmits cardholder data. CCISO materials emphasize that
non-compliance can result in fines, loss of processing privileges, and reputational damage. NIST CSF (Option B) and ISO 27002
(Option D) are voluntary frameworks, while FedRAMP (Option C) applies only to U.S. federal cloud services.

Therefore, Option A is correct.

NEW QUESTION # 435
Which of the following activities results in change requests?

A. Defect repair

B. Inspection

C. Preventive actions
D. Corrective actions

Answer: A

NEW QUESTION # 436
Which of the following is a critical operational component of an Incident Response Program (IRP)?

A. Annual review of program charters, policies, procedures and organizational agreements.

B. Monthly program tests to ensure resource allocation is sufficient for supporting the needs of the organization
C. Weekly program budget reviews to ensure the percentage of program funding remains constant.

D. Daily monitoring of vulnerability advisories relating to your organization's deployed technologies.

Answer: D
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NEW QUESTION # 437
What is the FIRST step in developing the vulnerability management program?

A. Baseline the Environment
B. Maintain and Monitor

C. Define Policy

D. Organization Vulnerability

Answer: C

Explanation:

The first step in developing a vulnerability management programis to define a policy, as it establishes the foundation for consistent
and effective management of vulnerabilities.

* Define Policy:

* A policy outlines the organization's approach to identifying, evaluating, and addressing vulnerabilities. It includes scope, objectives,
roles, and responsibilities.

* Baseline the Environment:

* After defining the policy, the current IT environment is assessed to identify existing vulnerabilities and benchmark security posture.
* Maintain and Monitor:

* Regular updates and monitoring are implemented to ensure the program remains effective over time.

* Organizational Vulnerability Awareness:

* Awareness activities follow the policy definition to align teams with organizational goals for vulnerability management.

* Implementation Order:

* Without a clear policy, efforts to baseline or maintain the environment may lack focus and consistency.

* Vulnerability Management Framework: Highlights the importance of establishing policies before operationalizing vulnerability
scanning and remediation.

* Policy-Driven Security: EC-Council emphasizes the role of policies in aligning vulnerability management efforts with organizational
goals and compliance requirements.
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