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B #47
‘Which component or device shares device status information through ZTNA telemetry?

A. FortiClient EMS

B. FortiClient

C. FortiGate

D. FortiGate Access Proxy

IEf#: B

AR :
FortiClient comnmumicates directly with FortiClient EMS to continuously share device status information through ZTNA telemetry.

HR #48
Why does FortiGate need the root CA certificate of FortiCient EMS?

A. To trust certificates issued by FortiClient EMS
B. To update FortiClient client certificates

C. To revoke FortiClient client certificates

D. To sign FortiClient CSR requests

EfE: A

A -

Understanding the Need for Root CA Certificate:

The root CA certificate of FortiClient EMS is necessary for FortiGate to trust certificates issued by FortiClient EMS.

Evaluating Use Cases:

FortiGate needs the root CA certificate to establish trust and validate certificates issued by FortiClient EMS.

Conclusion:

The primary reason FortiGate needs the root CA certificate of FortiClient EMS is to trust certificates issued by FortiClient EMS.

HH #49
Which two VPN types can a FortiClient endpoint user inmate from the Windows command prompt? (Choose two)

e A. IPSec
e B.PPTP
e C.L2TP
e D. SSL VPN

_EE%: A\ D

TR

FortiClient supports initiating the following VPN types from the Windows command prompt:

[PSec VPN: FortiClient can establish [PSec VPN connections using command line instructions.

SSL VPN: FortiClient also supports initiating SSL. VPN connections from the Windows command prompt.

These two VPN types can be configured and initiated using specific command line parameters provided by FortiClient.

] #50
Exhibit.
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Based on the logs shown in the exhibit, why did FortiClient EMS tail to install FortiClient on the endpoint?

e A. The remote registry service is not running,

¢ B. The task scheduler service is not running,

e C. The Windows nstaller service is not running,
e D. The FortiClient antivirus service is not running,

IEf#: B

R -

https://community. fortinet.convt5/FortiClient/ Technical- Note- FortiClient- fails-to- install- from- FortiClient- EMS/ta-p/193680 The
deployment service error message may be caused by any of the following, Try eliminating them all, one at a time.

1. Wrong username or password in the EMS profile

2. Endpoint is unreachable over the network

3. Task Scheduler service is not running

4. Remote Registry service is not running

5. Windows firewall is blocking connection

R #51

FortiClient EMS endpoint policies

Name T$ Assigned Groups T Profile Components Y Policy Components Y EndpointCount  Priority Y% Enabled
TEE S
tra
g trainingAD trainng lat -]
Defauk ==

Refer to the exhibit, which shows multiple endpoint policies on FortiClient EMS. Which policy is applied to the endpoint in the AD
group trainingAD

¢ A The sales policy

¢ B. The Default policy because it has the highest priority

¢ C. Both the Sales and Training policies because their priority is higher than the Default policy
e D. The Training policy

Ef#: D

fEEEL:

* Observation of Endpoint Policies:

* The exhibit shows multiple endpoint policies with their assigned groups, priority levels, and enabled status.

* Evaluating Policy Assignment:

* The Training policy is specifically assigned to the "trainingAD.training, lab" group, with a higher priority than the Default policy.
* Conclusion:

* The correct policy applied to the endpoint in the AD group "trainingAD" is the Training policy (A).



References:
FortiClient EMS policy configuration and priority management documentation from the study guides.
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