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B #59
‘Which methodology provides a structured approach for testing the efficiency of security controls against a known adversary
behavior?
Response:

e A.ISO/IEC 27001

e B. Red Team Assessment

e C. OWASP Testing Guide

e D. MITRE ATT&CK Evaluations

Ef#: D
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I #60

‘Which are common post-exploitation activities related to persistence?
Multiple Correct Answers

Response:

A. Discovering and exfiltrating sensitive information

B. Running a defragmentation utility to optimize the compromised system
C. Installing additional tools and utilities that may be needed later

D. Scanning the network for other targets to compromise

iEﬁ: A\ C

HM #o1
In an Active Directory environment, what is the primary function of the NTDS.DIT file?
Response:

A. Tt acts as a log file that records changes to the Active Directory.

B. It stores the DNS zones for Active Directory integrated zones.

C. It contains the Active Directory database, including user accounts and passwords.
D. It is used to store configuration settings for Active Directory Federation Services.

Ef#: C

H #62
Which of the following is a common goal of lateral movement within a domain?
Response:

A. Privilege escalation

B. Gaining physical access to network devices

C. Discovering and accessing additional resources
D. Capturing network traffic

EfE: C

E#63
What is the purpose of scoping a red team engagement?
Response:

A. To determine the number of testers needed

B. To define the objectives, rules, and boundaries of the engagement
C. To plan for social engineering activities

D. To identify all vulnerabilities in the environment

EfE: B
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