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HH #54
‘Which of'the following fimctions MUST your Information Security Governance program include for formal organizational reporting?

A. Human Resources and Budget
B. Budget and Compliance

C. Legal and Human Resources
D. Audit and Legal

Ef#E: D

H #542
What type of document defines the strategy, approach, and expectations within an organization?

e A Policy

e B. Standard

e C. Procedure
e D. Guideline

Ef: A

fEE L2

Comprehensive and Detailed Explanation (250-350 words)

In the EC-Council CCISO framework, a policy is the highest-level governance document and is used to define the organization's
security strategy, management intent, direction, and expectations.

CCISO documentation clearly distinguishes between governance document types. Policies establish what must be done and why,
while procedures define how tasks are performed, standards define specific mandatory requirements, and guidelines provide
recommended best practices.

Policies are approved by executive leadership and serve as the foundation for all subordinate security documentation. The CCISO
program emphasizes that effective CISOs ensure policies align with business objectives, regulatory requirements, and risk tolerance.
Therefore, Option D: Policy is correct.

ZR #543
Which of the following finctions evaluates risk present in I'T initiatives and/or systems when implementing an information security

program?

e A Risk Assessment

e B. Vulnerability Assessment
e C. Risk Management

e D. System Testing

IEf#E: A

B R #544
The Information Security Management program MUST protect:

e A against distributed denial of service attacks



Ef#:

B. all organizational assets
C. critical business processes and /or revenue streanms
D. intellectual property released into the public domain

C

H I #545
The effectiveness of an audit is measured by?

Ef#:

A. How it exposes the risk tolerance of the company

B. How the recommendations directly support the goals of the company
C. The number of security controls the company has in use

D. The number of actionable iterns in the recommendations

B

B [ #546
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