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Prüfungsfragen mit Lösungen (Q44-Q49):
44. Frage 
Refer to the exhibit.

You are managing an active-passive FortiGate HA cluster in AWS that was deployed using CloudFormation.
You have created a change set to examine the effects of some proposed changes to the current infrastructure.
The exhibit shows some sections of the change set.
What will happen if you apply these changes?

A. CloudFormation checks if you will surpass your account quota.
B. The updated FortiGate VMs will not have the latest configuration changes.
C. This deployment can be done without any traffic interruption.
D. Both FortiGate VMs will get a new PhysicalResourceId.

Antwort: D

45. Frage 
Refer to the exhibit. An administrator deployed an HA active-active load balance sandwich in Microsoft Azure. The setup requires
configuration synchronization between devices.
What can you conclude from the configured settings shown in the exhibit? (Choose two.)

A. FortiGate A and FortiGate B are two independent devices.
B. By default, FortiGate uses FGCP.
C. It does not synchronize the FortiGate hostname.
D. FortiGate-VM instances are scaled out automatically according to predefined workload levels.



Antwort: B,C

Begründung:
By default, FortiGate uses FGCP (FortiGate Clustering Protocol) for synchronization and HA operations, which applies here.
In an auto-scale/load-balance sandwich setup, only configuration synchronization for supported objects occurs; system-specific
settings like the hostname are not synchronized.

46. Frage 
Refer to the exhibit.

A managed security service provider (MSSP) administration team is trying to deploy a new HA cluster in Azure to filter traffic to and
from a client that is also using Azure. However, every deployment attempt fails, and only some of the resources are deployed
successfully. While troubleshooting this issue, the team runs the command shown in the exhibit.
What are the implications of the output of the command?

A. The team will not be able to deploy an active-passive (A-P) FortiGate high availability (HA) cluster with SDN connector.
B. The team will not be able to deploy an A-P FortiGate HA cluster with Azure load balancer.
C. The team will not be able to deploy an A-P FortiGate HA cluster with Azure gateway load balancer.
D. The team will not be able to deploy an active-active (A-P) FortiGate HA cluster with Azure load balancer.

Antwort: D

47. Frage 
Refer to the exhibit. You have deployed a Linux EC2 instance in Amazon Web Services (AWS) with the settings shown in the
exhibit.
What next step must the administrator take to access this instance from the internet?

A. Enable SSH and allocate it to the device.
B. Allocate an Elastic IP address and assign it to the instance.
C. Create a VIP on FortiGate to allow access.
D. Configure the user name and password.

Antwort: B



Begründung:
In the exhibit, Auto-assign public IP is disabled, meaning the instance has no public IP for internet access. To make the Linux EC2
instance reachable from the internet, the administrator must allocate an Elastic IP address and assign it to the instance.

48. Frage 
In an SD-WAN TGW Connect topology, which three initial steps are mandatory when routing traffic from a spoke VPC to a
security VPC through a Transit Gateway? (Choose three.)

A. From the spoke VPC internal routing table, point 0.0.0.0/0 traffic to the TGW.
B. From the security VPC TGW subnet routing table, point 0.0.0.0/0 traffic to the TGW.
C. From the security VPC FortiGate internal subnet routing table, point 0.0.0.0/0 traffic to the TGW.
D. From the security VPC TGW subnet routing table, point 0.0.0.0/0 traffic to the FortiGate internal port.
E. From both spoke VPCs and the security VPC, point 0.0.0.0/0 traffic to the Internet Gateway.

Antwort: A,B,D

Begründung:
In an SD-WAN TGW Connect topology, to route spoke VPC traffic through the Security VPC FortiGate via the Transit Gateway,
the following are mandatory:
- The Security VPC TGW subnet route table must send 0.0.0.0/0 traffic to the TGW, so inbound spoke traffic can reach the
FortiGate.
- The Security VPC FortiGate internal subnet route table must send 0.0.0.0/0 traffic to the FortiGate internal port, ensuring
inspection.
- The Spoke VPC internal route table must point 0.0.0.0/0 to the TGW, so all spoke traffic is routed via the Transit Gateway
toward the Security VPC.

49. Frage
......
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