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GIAC Reverse Engineering Malware Sample Questions (Q110-Q115):

NEW QUESTION # 110
‘When encountering obfuscated JavaScript within a webpage, what is the initial step an analyst should take?

A. Execute the script in a browser to observe its behavior.
B. Deobfuscate the script manually line by line.

C. Use automated tools to attempt initial deobfuscation.
D. Report the script as malicious without firther analysis.
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Answer: C

NEW QUESTION # 111
Which of'the following is the MOST reliable indicator that the payload is unpacked?

A. Strings become readable

B. API calls are resolved

C. Full PE header appears in memory
D. New thread is created

Answer: C

NEW QUESTION # 112
In the context of malware analysis, what is the purpose of unpacking an executable?

A. To analyze the underlying malicious code

B. To enhance the encryption of the malware payload
C. To modify the malware's finctionality

D. To distribute the malware over a network

Answer: A

NEW QUESTION # 113
Which tool can be used to extract shellcode from a malicious RTF file for further analysis?

A. OllyDbg

B. RTFScan

C. CFF Explorer

D. OfficeMalScanner

Answer: D

NEW QUESTION # 114
What is a key indicator that JavaScript code has been obfuscated?

A. Unusual or inconsistent formatting and encoding
B. Consistent use of meaningful variable names

C. Presence of detailed comments

D. Frequent use of JavaScript best practices

Answer: A

NEW QUESTION # 115
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