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HE #411
What termis used to describe a cryptographic technique for embedding information into something else for the sole purpose of
hiding that information from the casual observer?

A. Steganography
B. Offset

C. Key escrow
D. Rootkit

EfE: A

H #412

During a forensic investigation, Robert discovers that the attacker modified the file extensions of certain malicious files to make them
appear benign. These files were originally executable but had their extensions changed to disguise their true nature. Robert needs to
identify and extract these files despite their misleading extensions. Which of the following tools can help Robert detect file extension
mismatches and recover the actual file types during the investigation?

e A Timestomp
e B. Autopsy

e (. StegoHunt
¢ D. OSForensics

IEf#: B

R -

According to the CHFI v11 objectives underDigital Forensics ReviewandAnti-Forensics Techniques, attackers frequently usefile
extension manipulationas an anti-forensic technique to conceal malicious executables by renaming them with harmless-looking
extensions such as .txt, .jpg, or .pdf. This tactic relies on the assumption that investigators or users will trust the file extension rather
than verifying the file's true structure.

Autopsy, which is built onThe Sleuth Kit (TSK), provides a dedicated capability todetect file extension mismatchesby analyzing file
headers (magic numbers) and comparing them against the file's extension. Ifa file's internal signature does not match its extension,
Autopsy flags it as suspicious, allowing investigators to identify hidden executables and recover their true file types. CHFI v11
explicitly highlights"Detecting File Extension Mismatch using Autopsy"as a key forensic technique for defeating anti- forensics.
OSForensics is primarily used for detecting data hiding techniques such as alternate data streams and overwritten metadata,

while Timestompis itself an anti-forensic tool used to manipulate timestamps.

StegoHuntfocuses on steganography detection rather than file type validation.

The CHFI Exam Blueprint v4 emphasizes the importance offile type analysis and extension mismatch detectionwhen investigating
disguised malware, makingAutopsythe most appropriate and exam-aligned tool in this scenario

B #413
If'you plan to startup a suspect's computer, you must modify the to ensure that you do not contaminate or alter data
on the suspect's hard drive by booting to the hard drive.

A. boot.ini

B. Scandisk utility
C. Boot.sys

D. deltree command
E. CMOS

EfE: A


https://www.xhs1991.com/312-49v11.html

The OS isn't specified, but if this was a Windows OS, then this would be boot.ini The answer is CMOS. The startup of'a computer
is the boot sequence, and the boot sequence is defined in the CMOS. The common occurrence is to boot offa floppy, and you need
to see that the floppy (usually the A drive) is first in the sequence. If you don't, and the hard drive is first, then booting the system wil
boot the hard drive and alter the evidence.

H #414

You are the leading forensic analyst at a digital forensic firm. One of your significant clients, a government agency, has suffered a
security breach resulting in an unauthorized leak of classified documents. Initial investigations have shown that the attacker, suspected
to be an employee, used an anonymous, encrypted email service to send these documents to multiple unknown recipients. As part of
your investigation, you have obtained disk images from the suspect ' s workstation. Your task is to extract and analyze the relevant
evidence that could lead to identifying the unknown recipients. What should be your first step?

A. Inspect the email client on the disk image for any unencrypted data that could contain the recipient ' s information.
B. Review the disk image for any signs of a trojan or other malware that could have been used in the data breach.
C. Execute a full search of the disk image for file artifacts related to the anonymous, encrypted email service.

D. Analyze internet history files for potential traces of the anonymous, encrypted email service.

IEf@E: D

Rt

Option B is the best first step because the scenario already points to the use of an anonymous, encrypted email service , and the
most direct source of evidence on the disk image is likely to be internet history and browser artifacts associated with access to that
service. In forensic investigations, the first priority after acquiring the image is to identify the user's interaction with the suspected
commumnication platform. Browser history, cached pages, cookies, form entries, session remnants, and related web artifacts can
reveal service usage patterns, access times, account identifiers, or other traces that help identify unknown recipients or at least
narrow the communication path.

Option C is broader and may be useful later, but a full search of all artifacts is less targeted as an iitial move.

Option D is weaker because the question specifically refers to an anonymous encrypted email service, which is often web-based
rather than tied to a traditional email client. Option A shifts attention to malware without evidence that malware was the primary
method of exfiltration. Therefore, the most logical CHFI-style first step is to examine internet history files and related web-use
artifacts for traces of the anonymous email activity.

HA #415

A digital forensics examiner is investigating a suspected case of corporate espionage involving the theft of sensitive intellectual
property froma company's servers. In adherence to ENFSI Best Practices for Forensic Examination of Digital Technology, what
would be the examiner's primary concern?

¢ A Following ISO/IEC 17025 standards in forensic labs.
¢ B. Implementing ISO/IEC 27001 for information security.
¢ (. Establishing secure evidence-handling protocols.

¢ D. Complying with GDPR data privacy rules.

Ef#: C

TR

This question maps directly to CHFI v11 objectives underComputer Forensics FundamentalsandStandards and Best Practices
Related to Computer Forensics, specifically theENFSI Best Practices for the Forensic Examination of Digital Technology. ENFSI
(European Network of Forensic Science Institutes) guidelines focus primarily on ensuring that digital evidence is handled in asecure,
reliable, and forensically sound mannerso that it remains admissible and defensible in legal proceedings.

The examiner's primary concern under ENFSI best practices is thesecure handling of digital evidence, which includes proper
acquisition, preservation, documentation, storage, and chain of custody management.

These practices ensure evidence integrity, prevent contamination or alteration, and allow results to be independently verified. CHFI
v11 emphasizes that forensic investigators must be able to demonstrate that evidence has not been tampered with and that
standardized procedures were followed throughout the nvestigation lifecycle.

While GDPR, ISO/IEC 17025, and ISO/IEC 27001 are important regulatory and security frameworks, they are not the core focus
of ENFSI forensic examnation guidelines. ENFSI is evidence-centric, prioritizing secure evidence handling and methodological
consistency. Therefore, establishing secure evidence-handling protocols is the correct and CHFI-aligned answer.
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